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The present document has been prepared within the framework of the
authority and competencies of the Cyprus Agency of Quality Assurance and
Accreditation in Higher Education, according to the provisions of the
AQual ity Assurance and Accreditatio
Establishment and Operation of an Agency on Related Matters Laws of 2015
and 20260136 (t)472(0t1)5/ 2a0n1d6 1? .

A. External Evaluation Committee (EEC)

Name Position University
Benny Pinkas Professor Bar llan University
Bracha Shapira Professor University of the Negev
Georgios Kambourakis Associate Professor University of the Aegean
lordanis Kavathatzopoulos Professor Uppsalla University

B. Guidelines on content and structure of the report

1 The AEC based on the external evaluation report (Doc.300.1.1) and the Higher
Education Institutionb6s response (Doc. 300
taken in improving the quality of the programme of study in each assessment area.

1 Below each assessment area the EEC must circle the degree of compliance.

The School of Sciences of European University Cyprus wishes to express its sincere gratitude to
the External Evaluation Committee (EEC) for the evaluation of the postgraduate program:
Cybersecurity (MSc) i Distance Learning (DL). It is with great pleasure that we noted the
positive feedback of the EEC and we appreciate its insightful and critical recommendations which
provided us the opportunity to improve the quality and implementation of the program. In the pages
that follow we have responded to all recommendations for improvement provided by the EEC and
we provide all information and the accompanying documents explaining the actions taken to
ensure that the proposed program is of high quality and addresses all EEC recommendations.
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1. Study program and study dgvelopgena mds desi gn a
(ESG1.1,1.2,1.8,1.9)

EEC Comments:

Findings:

The study program is designed to provide the students with a high-
level introduction to the field of cyber security. The program is
composed of six compulsory courses, in addition to either a thesis or
three additional courses. The courses cover relevant areas, but most
of them only give a high level theoretical/survey perspective, and there
is a lack of courses that give the students a hands on experience.

Strengths:

The courses in the program introduce the students to most of the
topics that are relevant for Cybersecurity.

Areas of improvement and recommendations:

The study program does not give the students the practical knowledge
to start working in the area. It is true that an academic program is not
intended to give practical knowledge that is usually learned in
professional courses about specific tools or procedures, but it is
essential that the students learn the basic skills of analyzing and
solving problems in the related field. In particular, our opinion is that
the following intended learning outcomes listed in the Application for
Evaluation, are not met:

1 Gain expertise in both theory and practice of Cybersecurity

91 Design and implement networked, software and distributed
systems with Cybersecurity in mind

91 Secure both clean and corrupted systems, protecting personal
data, securing simple computer networks, and safe Internet usage

1 Incorporate approaches for incident analysis and response

1 Incorporate approaches for risk management and best practices

In the context of cyber security, the best way to ensure that students

learn about the practice and implementation, is through hands-on

programming exercises. Even in theoretical courses such exercises

can verify that the students understand the material. Also, this
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familiarizes the students with challenges that occur in the real world.
Even if the students work as managers, or only oversee work that is
done by external contractors and suppliers, it is essential that they
understand what these suppliers are doing.

In the proposed program, programming exercises are given in the
course on Ethical Hacking and Penetration Testing (CS607). We
strongly recommend that the students will also need to do hands-on
programming exercises in the Network security course (CS603), and
at least one such exercise in the cryptography course (CS602). It
would be useful to add such exercises to other courses, as well. The
courses describe the basic knowledge in the areas that they cover,
and in general do not cover the most up-to-date research results. This
is to a large extent expected since the students need to learn the
basics first. Also, most of the teaching staff is not involved in active
research in the areas of cyber security. However, it is highly preferred
that each course will describe in the last weeks some up-to-date
advanced material.

The study program contains a thesis. The committee has examined
several theses from the Information Systems masters program, and
thesis topics for the cyber security program. The theses include a
literature survey and a limited analysis of it. Few of the suggested
topics require any implementation work, and most of the suggested
topics are too general. (See our recommendation in Section 2.)

The web information about the conventional cyber security masters
program describes all general information about the program, but does
not give detailed information about the courses. In particular, with
regards to the distant program, and if it is accepted that the program
needs to contain substantially more programming exercises (which
might be challenging to some students), then this should be presented
to the students before registering to the program.

EUC reply:

In order to enhance the p r o g r qualty By upgrading the practical knowledge to
be acquired by students and by encouraging the analytical and problem-solving
skills that students will acquire from it, hands-on exercises were added to the
following courses:

1 CYS603 Communications and Network Security (see attached Study Guide,
pp. 25, 35, 46, 47,59, 71, 53, 79).
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CYS604 Cryptography (see attached Study Guide pp.13, 66, 89, 100, 112,
139)

CYS606 Cybersecurity Architecture and Operations (see attached Study
Guide page 10)

In addition, as indicated by EEC, CYS607 Ethical Hacking and Penetration Testing
and CYS625 Incident Response and Forensic Analysis courses, already included
hands-on exercises (see for your convenience, attached Study Guides: pp. 21, 26,

31,

34, 43, 50 for CYS607; pp. 16, 27, 36, 48, 51 for CYS625). Please also see in

Appendix B listed samples of assignments that include hands-on programming
exercises.

Based on the recommendations of EEC, with the changes we have applied to the

pro

gram as a whole, we believe that the learning outcomes listed below are now

fulfilled, and a brief explanation is provided for each case below:

T

AGain expertise in both t heoasymerdgioned
above, practical exercises have been infused in most of the courses (namely,
CYS603, CYS604, CYS606)

ADesign and i mketl, softeanet andndestributed systems with
Cyber secur i dowyses campmsingitileCybersecurity (MSc) program
are formed in such a way to allow students to have a holistic view of
Cybersecurity and design, implement and infuse Cybersecurity in networks
formation and software creation.

ASecure both clean and corrupted sy
simple computer net wor k sCYSankHthical Hecleng
and Penetration Testing course, aims to provide students the opportunity to
effectively use different tools and techniques of ethical hacking to protect and
secure systems and networks, and more specifically to critically evaluate
security technigues used to protect system and user data. Along with CYS624
Data Privacy in the era of Data Mining and Al and CYS603 Communications
and Network Security, students will be able to categorise and point out aspects
of network security (wired, wireless and mobile) and the importance of data
gathering, as well as the protection of such data that will lead students to
achieve the learning outcome as proposed.

Al ncorporate approaches f or :iThecdouse
CYS625 Incident Response and Forensic Analysis aims to explain the
principles and legal aspects of incident response and forensic analysis and
appreciate where these principles should be applied. Further, it aims to apply
the core concepts, knowledge and practice of digital forensic methodology to
computer crime investigation and describe forensic investigation approaches
and the most up-to-date incident investigation techniques from an incident
response perspective, including live analysis.

pract
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T Al ncorporate approaches for ri Ve hamanagem
incorporated the main approaches for risk management and best practices in a
number of weeks throughout the CYS623 Study Guide. See for instance, Week
2 NCyber Security Standards and Best Pr a
Approacheso, and in In8&ividual Assignment

Additionally, some courses have been enhanced with up-to-date advanced
materials, as recommended by the EEC. Specifically, courses now include recent
Cybersecurity events and their related impact, as well as which controls fail to
adequately protect against the related threats (CYS606, CYS607). Moreover,
CYS623 content was updated to include the latest developments of the European
Union Agency for Network and Information Security (ENISA) and the Cybersecurity
Framework of the National Institute of Standards and Technology (NIST), as well
as latest recommendations and high priorities, amongst other advanced and
current methodologies of internationally recognized institutions.

Regarding the theses examined by the EEC, it is important to note that these
concern the existing program of Information Systems (MSc). We have, however,
taken EEC6s recommendations into serious consi
our perspective as to how to improve the thesis topics in the Cybersecurity (MSc)
program. Please refer to Appendix C for some new Master Thesis topics that will
be assigned to the Cybersecurity (MSc) program which are more demanding as
anticipated by the EEC. Moreover, given that this specific observation of the EEC
was identified by the Department of Computer Science and Engineering itself as
well, the Department has decided to revise its overall regulations on the types of
Master's Theses it will accept. Each thesis will now lead to a measurable result,
such as solving an actual industry problem, or producing part of an article that is
submitted for publication. While the Department is still in deliberation about the
specifics, we totally agree with the EEC that the Master's thesis topics should
provide something more than the development of simple applications or surveys.
With this in mind, we aim to establish before the beginning of next semester our
Master's Thesis Guide for all the Master's theses produced in the Department.
Given the short timeframe to respond to this Evaluation Report, the Department
may provide its Ma s t &hedissGuide to the Cyprus Agency of Quality Assurance
and Accreditation in Higher Education before the beginning of the coming
academic year.

As far as the program profile, description of courses, learning outcomes and all
relevant information, we would like to inform the EEC that these are available to all
existing and prospective students, graduates, other stakeholders and the public as
soon as a program receives accreditation. This is an obligation for every program
of study upon receiving accreditation. For instance, as indicated at the time of the
EEC visit, information about the conventional Cybersecurity (MSc) program appear
on the Univenmatsityds website
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https://www.euc.ac.cy/easyconsole.cfm/id/176/dep/167/program_id/187.  When
visiting the link, you may see a brief description of the program along with the
program outline and curriculum. To get detailed information about each course, the
visitor can click on each course code and see the course syllabus of the selected
course. We endorse with the E E C éesommendation to exemplify the description
text of the existing conventional Cybersecurity (MSc) program which as you might
see at the same link above it has been edited and now has as follows on the
Universityods website:

i T HViaster degree in Cybersecurity that spans over the core areas of cyber
security, embraces technical subjects and at the same time aspects of law
and social sciences, risk management and cryptography giving students an
excellent basis for a future career in the Cybersecurity field. MCYS
curriculum covers, cryptography, network and web security, law, ethics, and
privacy, cyber offense and cyber defence, governance, policy and
compliance, ethical hacking techniques and penetration testing and incident
response and forensic analysis. Courses include coursework in the field of
Cybersecurity by granting them access to state-of-the-art technology labs
to strengthen their practical understanding of the concepts discussed. It also
gives students the opportunity to work on a master thesis in a more
dedi cated manner . 0

When the distance education Cybersecurity (MSc) program will be accredited, a
new separate page will be created with a concise description of the program, and
a detailed description of what the program offers and its aims and requirements.
No information my be provided for a program before it has been officially accredited
by the Cyprus Agency of Quality Assurance and Accreditation in Higher Education.

Please circle one of the following for:
Study programme and study programmed s desi gn and devel opment

Non-compliant Partially compliant Substantially compliant Fully compliant
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2. Teaching, learning and student assessment (ESG 1.3)

EEC Comments:

Findings

The program includes 6 courses and some elective courses that cover
the main topics in cyber security. The materials are quite basic and
provide merely an introduction to cyber security. The University has
6200 students and maintains 90 programs, thus it is difficult to
maintain expertise in every program of study. The structure of the
courses and the assessments is quite similar for all the courses. There
is a limited number of (~6) lectures given by the teacher. The materials
are recorded and uploaded to the e-learning platform (Blackboard)
and are available for the students in an asynchronous manner. There
are basic self-assessment questions (~2) for every week of study and
typically, some mandatory assignments, individual or group based.
There is a final exam. Typically, the assignments are 50% of the final
grade and the final exam is 50%, meaning that it is required to have
minimal knowledge in order to receive credit for a course. The overall
learning process seems to be organized. The information about the
assessment is provided in the syllabi, and so are the learning
outcomes, and the detailed content of the course. However, the
assignments are very basic, and do not require too much learning
effort from the students. The assignments conform with the low-
demanding declared learning outcomes of the courses. For example,
the CYS607 course on ethical hacking and penetration testing, the
learning outcomes require the students to be able to describe ways to
conduct hacking but not to actually be able to perform them, as could
be expected. Thus, inaccor dance with that, t he assi
require more than a basic technical effort from the students, Also the
time load for the students that is allocated by the teachers seems to
be far higher than our estimated actual. Each syllabus includes a
bibliography, but it is not always relevant to the course content, or does
not reflect the latest state of the art materials. For example, the
research methods course content is mainly about statistics and design
of experiments, but the bibliography consists of a book on research
methods in cyber security, which is not really covered in the course.
As another example, the course CYS624 which teaches privacy in the
era of big data is based on papers dated to 2011 (the latest) and does
not discuss GDPR. A last example of this situation is the absence of a
reference to the ISO/IEC 27000 family of standards in course CYS602.
Asfors t u d euppos during a course andthet e a ¢ haeailabilgy,
the teachers reported about their intensive communication with the
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students, and the students that we met reported that they receive all
the support they need.

Strengths

1 The teachers seem to be dedicated to their jobs and good teachers

(even if they are not the best experts in their fields).

The institution is very responsive to their students.

The students seem very satisfied with the institution and their

studies. Note that no student enrolled to the conventional

Cybersecurity program was present in the corresponding meeting

hour.

1 The institution seems to be very organized, the syllabi are very
informative and includes all the required assessment parts.

T
T

Areas of improvement and recommendations

i The assignments are not demanding enough, especially for the
technical courses. They d o mrdiléct the time load that is allocated
to them and do not always meet the objective of the courses.

1 The content of the courses does not reflect the state of the art in
the corresponding field.

1 Some courses seem to cover too many topics and this may result

in poor learning outcomes.

Some courses present considerable overlap with others.

Course CYS622 entitled ACurrent trend:

to be too general to be included in the list of elective courses.

1 Course CYS624 lacks a discussion on major anonymity networks,
including Tor and 12P.

1 The quality of the theses is very low, they are not research theses,
but rather technical projects that do not seem to qualify for 30
credit points.

1 The presentation (defence) of the thesis should be done in face-
to-face manner and not via the use of teleconferencing software.

9 Students should be actively involved in research activities either
in the context of their thesis or via their participation to research
projects as assistants.

1 The balance between the exam and the assignments allows
students that receive illegitimate help from others to get credit for
courses with minimal knowledge.

1 Where possible, assessment should be carried out by more than
one examiner.
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Recommendations

1 Update the assignments to be more demanding to include
technical, practical and cognitive challenges

1 Update the content of the course to reflect the state of the art in the
field of interest.

1 Cybersecurity is a constantly changing field, hence the courses

should be updated on a

continuous basis.

Revise the method of defining a thesis and apply more demands

on theses towards subjects that require more than the

development of simple applications or shallow surveys.

1 Change the balance of the final grade by putting more emphasis
on the exams.

= =

EUC reply:

The national regulations define the balance between exams and assignments 50%
- 50%) (see http://www.kysats.ac.cy/index.php/el/genikes-plirofories/spoudes-ex-
apostaseon). This ratio is implemented for all EUC Distance Education programs
of study. In the Distance Education Cybersecurity (MSc) more specifically, the 50%
for assignments is divided into 20% individual work, 20% group work and 10%
activities. The activities listed on the Study Guides that were submitted to EEC, are
showing only the 10% of the marked activities per course. These activities, as
indicated by the same regulations of the Cyprus Agency of Quality Assuranceand
Accreditation in Higher Education aim to provide self-evaluation/assessment
opportunities and structure to the students. The aim of these assignments, marked
with 10% of the total final mark, is to provide the opportunity to the student to self-
regulate her/his learning. Additional to these activities there are other marked
Assignments carrying 40% of the s t u d dimaltm@ark. These are not shown on the
Study Guides, given that they are assigned by each instructor. The EEC did not
have thus the opportunity to review such assignments. These assignments have
much higher complexity (including technical, practical and cognitive challenges)
and require much more effort and time from students to be completed. In Appendix
B you can find example of such assignments.

In addition, the learning outcomes listed in the course syllabi have been reviewed,
in order to higher the requirements as per E E C @@nments, to match the time-
load required for the successful completion of the course, and depict the practical
aspect added to the courses as mentioned in Section 1. As far as the bibliography,
the bibliography section of each syllabus has been carefully reviewed so that it is
updated and thus reflect the latest state of the art materials. Moreover, overlapping
has been observed into courses and more specifically in the courses CYS603,
CYS604, CYS607, as discussed during E E C orssite visit. Despite that some

10
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overlapping will always exist in Cybersecurity courses due to its interdisciplinary
and multifaceted nature, we have carefully observed the overlapping areas to
ensure they will be studied in a different way/angle according to the aim and
specific learning outcomes of each course.

As far as the course CYS622, this has been renamed to Special Cybersecurity
Topics. The aim of this elective course is to provide the opportunity to the program
to offer to students additional contemporary or more specific topics to those
covered by the existing courses in the program. As you might see in the new
syllabus we prepared, the course provides space for such an approach. You may
also refer to the attached sample syllabus and Study Guide which demonstrate
how this course might be approached in the offering of the program.

Regarding the course CYS624, we have conformed with the EECO6 s
recommendations and thus the bibliography is updated, and the content has
changed to discuss GDPR, anonymity networks and ethical considerations. In
addition, CYS602 Introduction to Cybersecurity course content has been improved

to include reference to the ISO/IEC 27000 family of standards.

Face to face manner for Thesis defence is of course an option, especially for
conventional studies and for local students. This, however, has a number of
shortcomings for Distance Education programs and students who do not reside
close to the university offering a distance education program (especially students
that live in abroad). The Cyprus Agency of Quality Assurance and Accreditationin
Higher Education thus does not foresee for an on-situ thesis defence procedure.
As such, our university (as others in Cyprus) conducts an open to all the academic
community defence procedure by sharing a Blackboard web-link which is sent to
students and staff in a given program of study in order to have the ability to attend
the defence. In this way the procedure is aligned to the open character of the
defence.

Students are expected to be actively involved in research activities in the context
of their gsisaas meatiored in $ebtien 1 as well. Moreover, through the
CERIDES (www. cerides.euc.ac.cy) Center of Excellence of our University, certain
calls are announced per semester for MCYS students wishing to be further
involved in research activities.

Blackboard Platform operates Turnitin system as a plagiarism control system which
aims to ensure academic integrity and this is used by all distance education
instructors in all distance education programs of study.

Please circle one of the following for:
Study programme and study programmeds desi gn and devel opment

Non-compliant Partially compliant Substantially compliant Fully compliant

11


http://www/

—] \
E NQA A ®OPEAZ AIAZQAAIZHE KAI NIZTOMOIHZIHE THE NOIOTHTAZ THZ ANQTEPHZ EKMAIAEYZIHZ \:‘ .:/

CYQAA"  THE CYPRUS AGENCY OF QUALITY ASSURANCE AND ACCREDITATION IN HIGHER EDUCATION l\\\ /,ll.'f'

nnnnnnnnnnnnnnnnn

3. Teaching Staff (ESG 1.5)
EEC Comments:

Current state and deficiencies

Five out of seven members of the teaching staff are special scientists
(1) or special teaching personnel (4). So, in total, 5 of 7 do not hold a
permanent position in the hosting institution. The coordinator of the
proposed program is at the Lecture rank with rather limited experience
in the field. It is expected that such a position is allocated to permanent
experienced personnel who is at the rank of full professor or associate
professor. With reference to their CVs, most of the teaching staff is not
very much  security-oriented. They mostly publish in
journals/conferences that lie outside the field of information security
and privacy enhancing technologies. Also, the research profile of the
teaching staff is rather weak, i.e., only two of them have more than
250 citations (264) as reported by Google scholar, and almost all of
them do not present a strong research record, namely publishing
frequently in prestigious international journals and/or conference
proceedings. The EEC found some discrepancies between what is
reported inthe 3rd columnof Table3( Adi sci pl i neofth@peci al i za
proposal and the specialization of each of them as given in their
personal page, and their scientific profile in general. The number of 12
teaching hours per week per each member of the teaching staff is
rather high. This may result in poor results in conducting equally
important  tasks including scientific research and the
writing/participation of/in research projects. In the latter cases, a
member of the teaching staff may be allowed to teach 3 to 6 hours
less, but the way the missing hours are compensated by the
department and the university in general is not defined. According to
the curriculum of each lesson and the meeting with the teaching staff,
a limited number of lectures per course is delivered by industry
specialists. However, there is no evidence or reference of inviting
recognized visiting professors in the field of Cybersecurity to deliver
lectures, seminars, etc. The ECC also underlines the absence of
summer schools organized by the department in the field of
Cybersecurity and privacy enhancing technologies.

Suggestions

- The department should consider ways of reducing the teaching
workload of the teaching staff and focus on strengthening and easing
the research activities of the teaching personnel, e.g., by granting
awards and additional funding for doing research of high quality.

12
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- The department should recruit permanent high-ranked personnel,
i.e., at least one more associate professor and 2 assistant professors
who have a solid academic background and are actively working on
the area of Cybersecurity.

- The curriculum of each course should include lectures delivered by
experts in the field of interest.

Also, the department should consider the possibility of organizing
summer schools and workshops in the area of Cybersecurity and
privacy enhancing technologies.

EUC reply:

Three (3) out of seven members of the teaching staff are full-time faculty of EUC
(as shown in Table 4 in the application) and four (4) are scientific collaborators.
According to CY.Q.A.A. the coordinator of a program needs to be a full-time faculty
of the institution of not a specific rank (http://www.dipae.ac.cy/index.php/en/news-
and-events/announcements/13-dipae-el/dipaeel/anakoinoseis/180-2018-10-25-
syntonistes-programmaton-spoudon). This can change with the three new
openings for full-time faculty in the rank of professor, associate professor and
assistant professor which the University has already advertised based on the
E E C desommendations. The three new academic positions are in the area of
Cybersecurity with a requirement of strong research background, in an attempt to
enhance the research profile of the MCYS t
website and the respective vacancies is: https://www.euc.ac.cy/en/school-of-
sciences-vacancies/department-of-computer-sciences-and-engineering---
academic-positions. In Appendix A you can also find the newspaper
announcement. As in all hiring procedures at the EUC, the applicants research
profile and activities are taken as prime consideration for hiring purposes. The
University through its Charter and its Research Policy provides strong incentives
to faculty to carry out quality research that will lead to publications in prestigious
i nternational journals and therefore high
Research Policy (see Appendix D), each teaching personnel involved in research
or having a number of publications/conferences presentations, is entitled teaching
load reduction per academic semester/year. Based on this Research Policy, a full-
time Faculty member can teach as low as 6 hours per week. If a member of the
teaching staff takes advantage of the teaching load reduction scheme, then part-
time personnel is hired to cover the missing hours for as long as needed Moreover
the university offers internal grants for research and funds for papers publication
fees and conferences presentations. In addition, promotion in rank is achieved by
demonstrating such a strong publication record.
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It is also noted that two of the faculty members teaching in the program, namely
Dr. Danidou and Dr. Kioumourtzis were and currently are actively involved in EU
funded research projects in the areas of Cybersecurity. As an example some
projects are: PrEsto Cloud (H2020), AsgardWeb (H2020), ARCADIA (H2020) and
others.

In a number of courses there are invited lectures by industry specialists related to
Cybersecurity. These lectures are explicitly stated in the Study Guides, and in the
case of the conventional MCYS program, we have successfully implemented many
invited lectures. Particularly, we have invited the Commissioner for Personal Data
Protection who discussed GDPR issues as well data protection in a business
context with students. Moreover, other good existing examples are the Standards
Officer from the Cyprus Organisation for Standardisation, and an expert advisor in
the fields of Enterprise Risk Management, Compliance, Physical and Information
Security and Organisational Resilience. However, as per EEC6 secommendation,
we will also invite visiting professors from the Cybersecurity field to deliver lectures,
seminars, etc, as well as to conduct on an annual basis webinars of contemporary
Cybersecurity topics.

Regarding the suggestion for organising summer schools, this can be considered
taking in account the needs and demands of the first cohort of students. The
Department considers this recommendation as of high value and quality for the
overall experience the students will gain by deciding to pursue the Cybersecurity
(MSc).

Please circle one of the following for:
Study programme and study programmedé s desi gn and devel opment

Non-compliant Partially compliant Substantially compliant Fully compliant

14



—] | \ |
E NQA A ®OPEAZ AIAZQAAIZHE KAI NIZTOMOIHZIHE THE NOIOTHTAZ THZ ANQTEPHZ EKMAIAEYZIHZ \:‘ .:/

CYQAA"  THE CYPRUS AGENCY OF QUALITY ASSURANCE AND ACCREDITATION IN HIGHER EDUCATION {\\\ /,‘}

S

EUROPEAN ASSOCIATION
FOR QUALITY ASSURANCE

|||||||||||||||||

4. Students (ESG 1.4, 1.6, 1.7)

EEC Comments:

Findings

The students are accepted to the program if they have a CS or relevant
degree from any accredited program from anywhere in the world. Also,
as reported by the administrative and teaching staff, students from
other disciplines may be accepted after taking some fundamental
courses. It was not clear what fundamentals are required and what
other disciplines are at all considered. The administrative staff
declared that the students do not pay extra fees for the fundamentals
courses.

As reported, the dropout rate is very low, which is very untypical to
Computer Science degrees. The reasons for that can come from the
good support that the students receive or/and from the not very
demanding program. We believe that both reasons apply here.

The program outcome does not fully comply with the declared learning
outcome (as discussed in part 1). The students should receive a
correct description of the actual outcome of the program.

The students seem to be very satisfied from the communication with
the teaching staff, the support they receive, and from the teaching
evaluation procedure. They reported that teachers that are found to
be incapable by the students are fired. The extent of considering
s t u d @esitedis even a bit exaggerated to the level that they affect
the program of study and professional decisions. For example, the
teaching staff describe a case where a fundamental course was
cancelled being not popular among the students.,

It is noted that the institution just transformed its teaching evaluation
procedure to an automatic process for better efficiency.

The students receive an M.Sc degree in cyber security from the
School of Sciences with supplements that comply with the EU
regulations.

The institution reported of very high employability of their graduates in
the market, however, since this is a new distant learning program, and
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the relevant conventional pr
impossible to assess the level of employability of the graduates

Strengths
- Good communication between the students and the teaching staff

- Good support for students

- Good teaching evaluation procedure

Areas of improvement and recommendations

- Unclear and not sufficiently regulated admission process.
- Unmet learning outcome and objectives of the program

- The program is not demanding enough

Recommendations

- Clarify the criteria for acceptance to the program

- Adjust the declared learning outcome to the actual content of the
courses.

- Higher the requirements, do not consider all students requests about
courses

EUC reply:

The content of the courses has been revised to reach higher standards as per
E E C @ésnments and the bibliographies have been updated. Thus, the learning
outcomes have been revised, were necessary, to match these changes and higher
the requirements of the courses. By adding new content in the courses, we aimed
at improving the quality of the program as a whole and make it more demanding
for our students.

As far as the student admissions criteria. These are as follows:

General admissions criteria for master6s
T A recognized Bacheqliwaenh.s degree or its

16
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1 Proficiency in English. Applicants-meststiomitprootot=nghsihrprofieteney=—t his

must consist of at least one of the following:

a. Proof that undergraduate instruction and coursework has been done in
English

b. The Test of English as a Foreign Language (TOEFL) examination with a
minimum score of 550 (paper-based total) or 213 (Computer based total).

c.l ELTS with a score of 6.5 or English GC
above.

In cases that the above English language requirements cannot be met for

practical reasons, a student shall take the English Placement Test of the

University. The minimum level for the student to be admitted to a post-graduate

program is ENL102-Advanced English.

Specific admissions criteria for the Cybersecurity (MSc) program of study:
1 An undergraduate (Bachelor's) degree in Computer Science, Computer
Engineering, Information Systems, Electronic Engineering or a related field
from an accredited college, university, or higher education institution
Or

1 An undergraduate (Bachelor's) from a variety of backgrounds related to
computer science and electronic engineering, such as mathematics, branches
of engineering, and related disciplines which can be considered eligible upon
completion of foundation courses on Cybersecurity. For these applicants who
cannot proceed directly to the program of study, the Program Committee will
decide, on an individual basis, which foundation courses these applicants will
be required to take among the following:

0 ECE210 - Computer Organization and Architecture

0 CSE300 - Data Communications and Computer Networks

0 CSE320 - Operating Systems
Upon evaluation of the assigned foundation courses, the applicants will then
be formally accepted to the Cybersecurity (MSc) program.

All eligible applications will be evaluated by the Evaluation Committee of the Program
that will rank the candidates based on:

1 Grade Point Average (GPA) of their undergraduate degree
1 Working experience in the relevant field.

The Evaluation Committee of the Program reserves the right to conduct interviews
when necessary, request additional information and to adopt any additional criteria
it may deem necessary.

17
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Regarding the dropout rates of relevant-programe-e-the-cyberseet ty-tsey—

program, for the undergraduate program of Computer Science numbers range from
9.28 1 19.09 and for postgraduate programs range from 5.56 1 14.29.

On other comments of the EEC provided in this section:

1 The material of the courses has been revised as to meet the learning outcomes
of the program. The program will be more demanding after adopting the EEC's
suggestions.
1 Student's suggestions are considered as the Cyprus Agency of Quality
Assurance and Accreditation in Higher Education requests their representation
in various committees such as in the Program Evaluation Report Committees.
In no case though, the students have the primary and sole role in decision-
maki ng processes regarding t he Uni ver s
implementation.

Please circle one of the following for:
Study programme and study programmedé s desi gn and devel opment

Non-compliant Partially compliant Substantially compliant Fully compliant
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5. Resources (ESG 1.6)
EEC Comments:

Findings

The program under evaluation is a distant learning program, thus the
physical facilities at the institution are not relevant besides the distant
learning platform that is described in section 6.

In addition, access to materials of the library is granted through open
access via VPN and the library is taking part of the national project
that unites all high academic institutions in Cyprus into one non-profit
organization that has an agreement with a great number of major
publishers to provide access to students to relevant academic
resources.

As for the labs, physical labs are of course not mandatory, the teaching
staff reported that they use virtual machines for technical practice
which seems rather adequate for the program at hand.

Strengths
NA
Areas of improvement and recommendations

NA

EUC reply:

NA

Please circle one of the following for:

Study programme and study programmeé s desi gn and devel

Non-compliant

Partially compliant Substantially compliant Fully compliant

opment
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6. Additional for distance learning programs (ALL ESG)

EEC Comments:

EUC is an established university with several years of experience in
providing distance education. In order to grow as a small university in
a very small country, EUC has to expand internationally. A way to
achieve this is by offering courses that satisfy the need of education
in Cybersecurity for students anywhere in the world.

The proposed course of Cybersecurity cé
experience on Distance Learning courses. The needed technical

infrastructure is already there as well as the teaching staff that has the

skills to teach in distance learning courses. A special Distance

Learning Unit is there to prepare and support teachers and students

as well as to coordinate technical procedures and equipment. A

conventional course on Cybersecurity is given so there are

experienced teachers available in this special subject.

The philosophy of the proposed Distance Education Cybersecurity (MSc)
program is a more on the cooperation mainly between individual student
and teacher and not between students, except in the cases of group-work.
A stronger cooperation model would imply the introduction of peer-reviewing
of individual assignments and thesis.

The focus of Distance Learning Unit and the courses and support it provides
seems to be more focused on technical infrastructure issues and on course
procedures in distance learning rather on the pedagogical challenges of this
kind of education.

EUC reply:

In the conventional MCYS program, we have applied during the last semester the
peer-reviewed system to enhance the cooperation of individual students. We plan
to take this further and apply the peer-review systems for individual assignments
in the DL Master in Cybersecurity program as well. Additionally, to enhance the
cooperation between students, we already apply forums and group activities.

Distance Education has a concrete pedagogical model adapted to the special
characteristics of DL students and based on three fundamental elements

- resources, collaboration and guidance - t hat al | advocate i
achievements. Teaching methodology is based both on student-centered
approach and on high-t ech mat er i al use. The teacher 0:¢

and facilitate student learning and the overall comprehension of material as well.
Web-based learning such as virtual laboratories, case studies, group discussion,
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brainstorming, audio-visual presentation, individual assignments, seminars, quiz,
group project are of significant use.

Please circle one of the following for:
Study programme and study programmedé s desi gn and devel opment

Non-compliant Partially compliant Substantially compliant Fully compliant

7. Additional for doctoral programs (ALL ESG)
N/A

8. Additional for joint programs (ALL ESG)
N/A

C. Conclusions and final remarks

E E C éosnments gave us the opportunity to improve our program and raise the
requirements to make it more demanding for our students.

Overall, we have completed the following changes to meet E E C 6asnments:

1. The learning outcomes of the courses have been changed, where necessary,
to be more focused and demanding.

2. The Study Guides submitted to EEC included a number of graded activities,
but not the actual assignments. Please refer to Appendix B to see more specific
assignments and to judge the level of complexity.

3. Hands-on programming exercises were added to a number of courses, to
enhance the learning experience of students (see Section 1 above)

4. The bibliography of each course was updated to include up-to-date material.

5. We have taken EECO0s comments into consid

from now on more demanding, and will end-up to research results. Students

will also be involved in research, through the Centre for Risk and Decision

Sciences (CERIDES) and the funded projects it participates and submits.

The syllabi have been revised to meet the specific comments received by EEC.

New hirings have been announced to address the comment of enhancing

research in the field of Cybersecurity.

No

Taking this chance to refer to any changes to the program, please note upon the
programbs accreditation, the following cou
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Course codes

CYS600 Introduction to Cybersecurity 10
CYS615 Communications and Network Security 10
CYS625 Cryptography 10
CYS630 Cybersecurity Policy, Governance, Law and 10

Compliance

CYS645 Cybersecurity Architecture and Operations 10
CYS655 Ethical Hacking and Penetration Testing 10
CSE600 Research Methods 10
CYS670 Special Cybersecurity Topics 10
CYS675 Cybersecurity Risk Analysis and Management 10
CYS680 Data Privacy in the era of Data Mining and Al 10
CYS685 Incident Response and Forensic Analysis 10
CSE670 Master Thesis 30

The EEC must provide constructive conclusions and final remarks

22
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Appendix A

red

European School of
University Cyprus | Sciences

Academic Vacancies ,
mmammum&mmwd
European umcmnmmmmmmhmmm
of Cybersecurity at any academic rank for the following specialization areas:

» Machine Learning » Digital Forensics

» Penetration Testing » Network Security

Number of positions: "
One faculty member in the rank of Assodiate Professor ot Professor
Two faculty members in the rank of Lecturer or Assistant Professor

Candidates should submit the following documents:
»_ Letter of interest » Proof of qualifications
» Curriculum Vitae » Two reference letters

European University (yprus

6 Diogenes Street, Engomi, Nicosia
P.0.Bax 22006, 1516 Nicosia, Gyprus
Tek+357 22713000

Fax +357
B2 Mmu\famtiooubo\nthemreddo:msonmmbsn:mm

Application process:
Appliadonmbnﬂneddemmkdlytomemﬂesoumw
Emall: hrm@euc.ac.cy by Monday, 15t of July 2019

Tek: +357- 22713061 _




Appendix B

CYS604 Assignment - Vulnerability scanning (20 points)

In most cases, your local network consists of you ADSL modem that is an all-in-one box
with the modem, firewall, router, switch, firewall and a wireless Access Point (AP) similar
to one presented in Error! Reference source not found..

In this assignment, you are requested to conduct an Internal and External vulnerability
scanning in your home network. In an internal vulnerability scanning, you will have to
discover all the hosts in your home network and discover any open ports of all the devices
that are connected to your home router. To do so, you will need to use nmap and perform
a number of different scans for TCP and UDP. You have to take screenshots as a proof
of your work and explain your findings.

In an external vulnerability scanning, you can use a number of tools that are already
provided to you in the Lab sessions. You need to find your ip address and choose some
of the tools to run external scanning to your router. Again, you will need to take
screenshots as a proof of your work and explain your findings.

Firewall settings: Open your network firewall and make sure that DMZ is not enabled.
Explain the meaning of the DMZ and make sure that you have not running services inside
the DMZ unless it is necessary. You will need to take screenshots as a proof of your work
and explain your findings.

All the above results with explanations of the tools you have used will be submitted as a
report.

In addition to this, you are requested to present your work in the classroom and get ready
to provide explanations on your work, at the end of the course.

CYS604 Group Assignment: Packet Inspection with Wireshark (20
points)

Wireshark is a free and open source packet analyzer. In your home computer use
Wireshark to capture packets that are destined to and sourced from your computer. We
suggest you to capture the packets over the time of few seconds.

A quick tutorial on how to install and capture packets is provided in this link .
After you run Wireshark and capture a number of packets examine the following:

1. Identify your internal IP address by running either ipconfig (Windows) or ifconfig
(Linux).

2. Check all the TCP and UDP packets and identify the source and the destination
address.

3. Identify the port number for each packet for both TCP and UDP.

4. Check to see known vulnerabilities associated with the specific port numbers by

using an online Database (https://www.speedguide.net/ports.php ).



http://www.speedguide.net/ports.php

5. Identify either the source or destination of each TCP and UDP packet by using
an online 1P Lookup Tool.

Take some screenshots to prove your findings, report the results and provide justification
of your findings.

CYS604 Individual Assignment (20 points)

The individual assignment includes solving questions related to the syllabus covered in
this course. The questions can vary from practical ones, to essay style questions asking
to use your current skills in order to describe existing cryptography protocols.

In addition, there will be one exercise asking to implement using any programming
language, one of the protocols already taught in the course.

This assignment counts 20% of the final course mark.

You will need approximately 20 hours to solve this Individual Assignment.

CYS604 Exercise 10.5

Using your preferred programming language, develop a simple implementation of the
Diffie-Hellman key-exchange protocol.



Appendix C
Title: Critical Infrastructure Interoperability and Cyber Attacks

Description: In most modern countries around the world, infrastructures like water
distribution systems, transportation and electricity grids are controller with a
number of microcontrollers (PLCs), sensors and actuators. In order to achieve
the best possible outcome, these equipment exchanges information using
industrial protocols. Unfortunately, some of those protocols are not secure and
might pose a huge risk to the most vital aspect of a functioning country/city.

In this thesis you should provide a survey of such protocols in critical
infrastructure, describing their restrictions and limitations. Choose a number of
incidents that have already happened, with an in-depth analysis of each incident
indicating how they attackers achieved their goal and how they could have been
prevented.

Develop a penetration testing tool or use existing penetration testing tools &
libraries in order to develop an automated test that a user can use in order to
examine for vulnerabilities of an interconnected infrastructure.

Title: Cyber Security in Organizations

Description: The majority of organizations is highly depended on computers and
networking in order to complete everyday tasks. Several of those computers and
networks are either not protected from attacks or the staff using them is not
trained to distinguish between legit and non-legit actions.

In this thesis you should provide a survey of cyber attacks in organizations
around the world, describing how they attackers gained access to the
system/network.

Develop a sophisticated phishing attack that can be used by the organizations
against their employees. The outcome of the attack will indicate if the employees
are educated in order to distinguish between legit and non-legit actions

Title: Malware Study In A Sandboxed Environment

Description: The scope of this thesis will be separated into two distinct phases,
concerning the study of malicious software (i.e. malware). Originally, the student
will have to perform a literature review on existing approaches for malware
analysis, so as to understand how such an activity is performed and study
possible assumptions and limitations. While, on the next phase, a practical study
must be performed to existing malicious softwares. More specifically, the student
must setup an isolated (sandboxed) environment, that will be used for the
malware analysis, in accordance with the already studied frameworks and
approaches.



Title: Phishing Campaigns: A Thorough Study

Description: The scope of this thesis includes the study of known phishing
attacks and approaches. By that, the student will be able to understand how an
attacker develops, launches and exploits such attacks, by using existing tools
and mechanisms. In addition, the thesis will include the practical implementation
of such an attack, on a predefined controlled environment, so as to imitate the
actions of a real attacker and depict how an attack could be utilized and how to
protect against it.
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Introduction

Within the framework of further contribution to the research community, the mission of the
European University Cyprus (from now on referred to as the University or EUC) is to
develop a pioneering and innovative research infrastructure with the objective of
generating new knowledge. The university focuses on both fundamental and applied
research and wherever possible the commercial application or exploitation of the research
results.

The policy is guided by the following broad objectives:

1) The establishment of an interdisciplinary approach for researchers with attractive
conditions for accessible movement among institutions, disciplines, sectors and
countries, without financial and administrative obstacles.

2) The creation of state of the art research infrastructures, including research centres,
foundations, units and/or laboratories, which are integrated and networked and
accessible to research teams from across the EUC.

3) Introduction of a simple and harmonized regime for intellectual property rights in
order to enhance the efficiency of knowledge transfer, in particular between public
research and industry.

4) Optimization of research programs and priorities, for example by developing joint
principles for the administration of European, national and regional funding programs.

5) The strengthening of international cooperation enabling faculty and other scholars
in the world to participate in various research areas, with special emphasis on
developing multilateral initiatives to address global challenges.

6) The transfer of research-based knowledge to EUC students

Research is conducted by faculty members, research associates/research personnel and
PhD students either on their own or within the framework of external (national, European,
international) and internal funding programs that are launched by the University.

The Research Policy provides a code of conduct for research and is intended for all staff,
including people with honorary positions, faculty members, special teaching personnel,
scientific collaborators, special scientists, research associates, and students carrying out
research at or on behalf of the University.

All groups mentioned above must familiarize themselves with the Research Policy to
ensure that its provisions are observed.

10



EUC Research Ethics Policy

1.1Scope and Purpose

1.

The aim of the EUC Research Ethics policy is to promote and encourage a high
quality research and enterprise culture, with the highest possible standards of
integrity and practice. The policy applies to all academic, contract research and
administrative staff, all research students, as well as undergraduate and
masters students who are undertaking research. In short, the policy applies to
all disciplines and research activities within the University, or sub-contracted
on its behalf.

All staff and students are expected to act ethically when engaged in University
business. Any research involving animals, human participants, human tissue
or the collection of data on individuals requires ethical consideration. While
particular attention must be paid to the interests of potentially vulnerable
groups, such as children, the University recognises that it has a duty of care
towards all members of the wider community affected by its activities. The
University also recognises that it has a duty of care to its own staff, and that
this includes the avoidance of harm to those undertaking research.

The University will establish a framework for research ethics governance in
which its Research Ethics Committee will have a central approval, monitoring
and training role. The University will establish a Research Ethics Committee
with representatives from all the Schools. The Research Ethics Committee will
put in place the procedures needed to obtain approval.

It is, however, recognised that it may not always be appropriate or practicable
for ethical approval to be sought from the Research Ethics Committee
especially when it comes to short or undergraduate projects. Normally
undergraduate or taught projects will not require clearance from the Research
Ethics Committee and the matter can be dealt with at School and/or
Department level. However, when active intervention is involved whether
physically invasive or psychologically intrusive the Research Ethics Committee
will need to be consulted. In particular, university staff has an obligation to
ensure that not only their own research but any undergraduate or masters
student research conducted under their supervision is ethically sound. Where
research projects are subject to external approval, the School or Department
responsible must ensure that this approval is sought and given. Where
approval for a project has been given by a Research Ethics Committee at
another university, as may be the case with a collaborative project, the EUC
Research Ethics Committee must be provided with proof of this.
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For some research projects it may be necessary to obtain the approval of the
Cyprus National Bioethics Committee. Researchers should consult directly with
the Cyprus National Bioethics Committee. Contact details and more information
on the approval process can be found on_http://www.bioethics.gov.cy .

1.2 General Principles

1.

The EUC Research Ethics Policy is based on widely accepted principles and
practices governing research involving human participants. The key elements
are:

Minimal risk of harm to participants and researchers;

Potential for benefit to the society;

Maintenance of the dignity of participants:

Minimal risk of harm to the environment;

Voluntary informed consent by participants, or special safeguards where
this is not possible;

Transparency in declaring funding sources;

Confidentiality of information supplied by research participants and
anonymity of respondents;

Acknowledgement of assistance;

Appropriate publication and dissemination of research results;
Independence and impartiality of researchers.

= =4 =4 E E e

1.3 The Definition of Human-Related Research

1.

1.4

All human-related research which includes one or more of the following require
ethical assessment and approval at the appropriate level:
{1 Direct involvement through physically invasive procedures, such as the
taking of blood samples
{1 Direct involvement through non-invasive procedures, such as
laboratory-based experiments, interviews, questionnaires, surveys,
observation
71 Indirect involvement through access to personal information and/or
tissue
1 Involvement requiring consent on behalf of others, such as by parents
for a child participant

Vulnerable Participants
Some participants may be particularly vulnerable to harm and may require

special safeguards for their welfare. In general, it may be inappropriate for
undergraduates to undertake research projects involving such participants.
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2. Particularly vulnerable participants might be:
1 Infants and children under the age of eighteen
1 People with physiological and/or psychological impairments and/or learning
difficulties.
1 People in poverty
1 Relatives of sick, or recentlyi deceased, people

1.5 The Legal Framework, the Role of Professional Associations and Research
Councils

1. All research undertaken under the auspices of EUC must meet statutory
requirements. Of particular relevance is the Bioethics Law (N.150 (1)/2001 and
53 (1)/2010), the Data Protection Law (2001), the Patients Protection Law
(2005), and all those laws that create the legal framework for the Cyprus
National Bioethics Committee.

2. Researchers in particular disciplines should comply with any research ethics
guidelines set out by their professional associations.

3. Research Councils, charitable trusts and other research funding bodies in most
cases require an undertaking from grant applicants that research proposals
involving human participants have been approved by the University Research
Ethics Committee or another appropriate body. Some also require audited
compliance with their guidelines.

Good Research Practices / Code of Ethical Conduct in
Research

Code of ethical conduct in research
Scholarly inquiry and the dissemination of knowledge are central functions of the
University. They can be carried out only if faculty and research personnel abide by
certain rules of conduct and accept responsibilities stemming from their research.
And they can only be carried out if faculty and research personnel are guaranteed
certain freedoms. The University expects that faculty and research personnel will be
bound by the following research practices:

All faculty and research personnel are free to choose any research matter, to receive
support from any legitimate source, and to create, analyse and derive their own
findings and conclusions.

Research methods, techniques, and practices should not violate any established

professional ethics, or infringe on health, safety, privacy and other personal rights
of human beings and/or animals.
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The above principles definetheu n i v e rofe withyegpgct to research carried out

on its premises. They are set forth to reinforce, and not diminish each faculty and
research personnel 6s personal responsi bil
t hat each faculty and research personnel
applications are consistent with moral and societal conscience.

Openness in research
The University recognizes and supports the need for faculty and research personnel
to protect their own rights, be they academic or intellectual property rights. Even so,
the University encourages all faculty and research personnel to be as open as
possible when discussing their research with other researchers and the public. This
aims at the dissemination of research performed in the University to enhance the
internationalrese ar ch communi t y oundedstandingl edge and

Integrity

Faculty and research personnel must be honest about their research and in their
review of research coming from other researchers. This applies to all types of
research work, including, but not limited to, analysing data, applying for funding, and
publishing findings. The contributions of all involved parties should be
acknowledged in all published forms of findings.

Faculty and research personnel are liable to the society, their professions, the
University, their students and any funding agency that may fund their research. For
this reason, faculty and research personnel are expected to understand that any
form of plagiarism, deception, fabrication or falsification of research results are
regarded as grave disciplinary offences managed by procedures described in detail
in Section 2.4.

Any real or potential conflict of interest should be reported by faculty and research
personnel to any affected party in a timely manner in all matters concerning research
and peer review. According to the United States National Institute of Healthi Conf | i ct
of interest occurs when individuals involved with the conduct, reporting, oversight,
or review of research also have financial or other interests, from which they can
benefit, depending on ttte/wwenshgdvit s of t he r

Misconduct in research
Misconduct in research may involve Fabrication, Falsification, or Plagiarism in
proposing, performing, or reviewing research, or in reporting research results. To
prove that there has been misconduct in research, the following conditions must be
met: The performance of said research has significantly deviated from accepted
practices used in the field that the research was performed, and there was intention
in the misconduct by the researcher(s).

Any allegations about misconduct in research will be investigated by the University

thoroughly, through a special committee formed as described in the University
Charter, Annex 11, Article VII.
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Intellectual Property Policy

Introduction

The EUC is dedicated to teaching, research, and the extension of knowledge to
the public. Faculty, research personnel, and students at the University, hereafter
referred to as "University Employees," recognize as two of their major objectives
the production of new knowledge and the dissemination of both old and new
knowledge. Because of these objectives, the need is created to encourage the
production of creative and scholarly works and to develop new and useful
materials, devices, processes, and other inventions, some of which may have
potential for commercialization.

The University acknowledges the need for an Intellectual Property Rights (IPR)
policy, which wild! p r o moas socidliyhredevadtnleadirggr si t y 6
research and teaching organisation and will directly contribute to the financial

position of the EUC if its commercial value is realised.

The policy is based on the principles that will govern the ownership rights
emanatngfrom r esearch of and/ or materials prodt
staff and students, and to establish objectively fair and equitable criteria for the

transfer of knowledge. The EUC thus aims to provide support services to promote

the creation of Intellectual Property (IP) whilst seeking to maximise the commercial

exploitation of the resulting IPR.

Intellectual Property includes, but is not limited to, patents, registered designs,
registered trademarks and applications and the right to apply for any of the
foregoing, copyright, design rights, topography rights, database rights, brands,
trademarks, utility model rights, rights in the nature of copyright, knowhow, rights
in proprietary and confidential information and any other rights in inventions.

The EUC acknowledges that registration and commercial exploitation of
Intellectual Property is often a long and costly process that is justified once it is
ascertained that there exists a business case for such registration and exploitation.
It is known that in practice, only a small number of works can be commercially
exploited in a viable manner, depending on the nature and marketability of the
work in question.

Definitions
For the purposes of this Policy:
Creator - Cr eat or 0 shall m &@, ra ,studentn pdn-empoyess o f E

contracted to EUC for contracts and services, or a member of a Visiting Teaching
Staff involved in the production of Disclosable Work.

Disclosable WorkT i Di s ¢ | Wasraghdll mean such work that is novel, original,
and/or important and is likely to bring impact and enhance the Cr e a treputadics.
This work is characterised by the IP rights it generates.
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Intellectual Property Policyi il P Pol icyo is the name of th
that outlines the regulations of the EUC in regard to disclosure and exploitation of

Intellectual Property Rights (IPR).

Organisation A Or gani sationo for the purpose of t
University Cyprus (EUC).

Intellectual Property Adjudication Committee 17 is the name of the committee

established to resolve disputes over interpretation or claims arising out of or

relating to this policy, or dispute as to ownership rights of Intellectual Property

under this policy.

Office of the Vice Rector for Research and External Affairs i is the office within the

EUC responsible for the development of and enacting this IP Policy and is the

interface between the EUC and the Technology Transfer Facility.

Technology Transfer Facility it A TTFO f or the pur pherslevanof t hi
body responsible for Technology Transfer support in Cyprus.

3.3 Intellectual Property Regulations

Responsibility

1. The IP Policy acknowledges that all members of staff and students have
responsibilities with regard to IPR arising from and/or used by them in the course
of their teaching/employment.

2. The IP Policy also recognises that all members of staff and
students require

support and assistance to help them to meet their responsibilities and this will be
provided by the Office of the Vice Rector for Research and External Affairs and,
subsequently, by the Technology Transfer Facility.

Identification of IP (including duty of confidentiality)

1 It is expected that identification will take place when employees, students, or
members of staff are involved in creating and developing IP. Much of the IP which
wi || be created by the EUCOs employees may
depending on the nature of the project in question and outputs and results that are
expected to be generated. Examples of such outputs which are likely to have
potential IP rights arising include (but are not limited to):

Inventions (whether or not patentable);

Methodologies;

Software;

Databases;

Educational/training materials and tools;

Modelling tools;

Solutions to technical problems; and

To Too o o= T I
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A Design/artistic products.
A Summary of the main classes of IPR is listed below:

Patent

A registered patent provides a time-defined (up to 20 years) geographically defined
monopoly right to exploit a new commercially valuable invention or process. The
basis of the permission to exploit is that the invention's working is disclosed,
although patenting is not possible if there has been ANY prior disclosure of the
invention. Patents are governed by Cyprus Law or EU Law such as the New Patent
Law of Cyprus (Law No. 16(1)/1998).

Copyright

This time-limited right (which varies between 25 and 70 years according to the
material) arises automatically on the physical creation (not the idea) of software,
original literary, dramatic, artistic or musical work, and in recorded (e.g. film) or
published (e.g. layout) derivations. Use of the E mark and owner's name and date
is the internationally recognised way of alerting the public to the copyright
ownership but the protection (the right to preventing unauthorised copying) exists
regardless. Copyright is governed by the Copyright Law, 59/76.

Copyright may be assigned to a third party, but until that point or until a licence is

agreed it remains the property of the Creator, unlesss / he <cr eat es
course of his/ her employmentdé, in whi

Moral rights

All European countries recognise ana u t h rmarabrights. In Cyprus, there are two
moral rights: the right of paternity and the right of integrity. These rights relate to
the reputation or standing of the creator in the eyes of fellow human beings. To

t

he

c h

W QO

ca

infringe a mor al right involves denigratin

right of integrity means the creator has the right to object to derogatory treatment
of his/her work. Basically, this means changing it in a way that affects the nature
of the work without permission. Moral rights can be waived (i.e. the author chooses
not to exercise the rights) or they can be bequeathed. They cannot beassigned.

Performing rights

Creators of copyright works have the right to protect the physical form in which
those works are created i words on the page, pigment on a canvas, or the clay or
metal of a sculpture. Performers such as teachers, actors, musicians and dancers
also enjoy protection of their performance, especially when recorded on film, video,
tape, CD, or in other form.

Performing rights may affect the multimedia elements of online courseware, as
we l | as t hcepyright ie thet materialstself.
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Database Right

This time-limited (15 years) right arises without registration to protect the compilers
of non-original information from losing the benefit of their work through
unauthorised copying or re-use.

Industrial Designs

There is automatic time-limited (15 years) protection (the right to prevent
unauthorised copying) for unregistered designs, provided authorship can be
proved, under the Legal Protection of Industrial Designs and Models Law 4(1)/2002

This design right covers fAthe appearance

resulting from the features of, in particular, the lines, contours, colours, shape,
texture and/or materials of the product itself and/or its ornamentation™ on condition
of novelty of the design.

On registration under Legal Protection of Industrial Designs and Models Law, the
designer of the new pattern or shape which has aesthetic appeal (can be 2 or 3
dimensional) acquires a monopoly right of commercialisation for a maximum of 25
years from the filing of the application, divided into 5 periods of 5 years.

An unregistered community design (UCD) gives its owner the right to prevent
unauthorised copying of their design throughout the European Union. It is not a
monopoly right and lasts for 3 years from the date on which the design was first
made available to the public within the Community.

Domain Names

Registering a domain name for Internet use gives a right to use the domain name
typically for a period of two years, registered with bodies like ICANN internationally
and the University of Cyprus in Cyprus. Owners of trademarks can have
established rights to domain names.

Trade Marks

Registering a trade mark under the Cyprus Trade Marks Law, Chapter 268, gives
a monopoly right for the use of graphically distinct trading identification signs.
Unregistered trade marks have some protection through court actions against
"passing off" (piracy), provided that their use has not lapsed for a period of 5 years.
Cyprus legislation is fully harmonised with EU Standards applicable in trade mark
protection.

3 EUCO s member s of staff and student s

disclose any confidential information, data, materials, knowhow, trade secrets
or any other IP, to any unauthorised third party and shall also undertake to keep
such information secure and strictly confidential both during the course of
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research activity, be it of an Academic or Collaborative/Contract nature, and
also on and following completion thereof.

4. Any breach of this confidentiality and non-disclosure obligation constitutes a

serious breach and may lead to disciplinary action and does not prejudice the
rights of the EUC to file any action for damages or any other rights available at
law.

Coverage of the Regulations

1.

Whom does this IP Policy apply to?
1 Employees:
By persons employed by the EUC in the course of their employment.

i Students:
By student members in the course of or incidentally to their studies at EUC.

1 Non-employees contracted to the EUC:
By persons engaged by EUC under contracts for services during the course
of or incidentally to that engagement.

Sabbatical, Seconded, Visiting Academics and others:

By other persons engaged in study or research in the University who, as a
condition of their being granted access to the EUC's premises or facilities, have
agreed in writing that this Part shall apply to them.

Participation of the EUC members of staff/employees and or students in
Collaborative and/or Contracted Research.

The preparation and negotiation of any IP agreements or contracts involving the
allocation of rights in and to IP will be undertaken by a competent person
authorised for this purpose by the EUC.

Issues that will be addressed in such agreements include, but will not always be
limited to:

ownership of Foreground IP;

licences to Foreground IP for uses outside the project;

ownership of Background IP;

licences to use Background IP in the project or activity in question and in
relation to the use of the Foreground IP arising from such project oractivity;
allocation of rights to use or commercialise IP arising from any such project or
activity and the sharing of revenues; and

A publications arising from the relevant project or activity and the rights arising
from such projects or activities.

To o To To Do

The terms of such agreements may be subject to negotiation.
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Exceptions to the Regulations

1. Unless specifically commissioned, typically the EUC will NOT claim ownership of
copyright in certain types of Disclosable Wor k descri bed in this p
Copyright Wor k s 0 :

artistic works;

text and artwork for publication in books;

articles written for publication injournals;

papers to be presented at conferences;

theses and dissertations;

oral presentations at conferences;

posters for presentation at conferences; and

musical scores.

= =4 =4 -4_-49_-9_45_2

2. Where IP has been generated under the exception clause of this regulation, the
EUC may assign the copyright to the Creator.
3. Students i undergraduate and/or postgraduate.

Disclosure of IP

1 All persons bound by these Regulations are required to make reasonably prompt
written disclosure to the E U C ®féice of the Vice Rector for Research and External
Affairs at the outset of the work or as soon as they become aware of it (by
completion of the Invention Disclosure Form, the information required for which is
provided in Appendix B):

1 any IP of potential commercial value arising from their work;

1 the ownership by a third party of any IP referred to or used for their work;

1 any use to be made of existing EUC IP during their work;

1 any IP which they themselves own which is proposed to be used by the
EUC.

2. Creators shall keep all Disclosable Work confidential and avoid disclosing this

prematurely and without consent;

3. Only disclose any Disclosable Work and the IP relating to it in accordance with the
EUCOs p oingtrucyonsa n d

4. Seek EUC6s consent to any publication of i
Work;

5. Creators must NOT:

I apply for patents or other protection in relation to the Disclosable Work; and
. use any Disclosable Work for their own personal and/or business purposes
and/or on their own account.
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Ownership of IP

1.

Ownership of IP created by an individual who is an employee is generally
determined by considering:
1 Who created the IP?
T Was the I P created i n enpleymenur se of t he
1 Are there any contractual conditions that affect ownership?

2. Assignment of ownership rights

vi.
Vii.

viii.

Generally, the Creator of I P is its |legal
most important exception to this is the general rule that IP is owned by a person's

employer where the IP is created as part of, or through the auspices of, the

person's employment.

The EUC claims ownership of all the Intellectual Property specified in section 2.2,
which is devised, made or created by those specified in section 3 and under the
exceptions to the regulations in Section 4. It also includes but is not limited to the
following:

Any work generated by computer hardware/software owned/operated by

the EUC.

Any work generated that is patentable or non-patentable.

Any work generated with the aid of the
including but not limited to films, videos, field and laboratory notebooks,

multimedia works, photographs, typographic arrangements.

Any work that is registered and any unregistered designs, plant varieties

and topographies.

Any University commissioned work generated. Commissioned work is

defined as work which the EUC has specifically employed or requested the

person concerned to produce, whether in return of special payment or not

and whether solely for the University or as part of a consortium.

Know-how and information related to the above

Any work generated as a result ofthe teaching process including but not

limited to teaching materials, methodologies and course outlines.

Material produced for the purposes of the design, content and delivery of

an EUC course or other teaching on behalf of the school, whether used at

the school 6s pr emi soasdistanae learring @nd/ore- r el at i
learning project. This type of material includes slides, examination papers,
guestions, case studi esmataerdi alssd)g.n ment
Material for projects specifically commissioned by the EUC

All administrative materials and official EUC documents, e.g. software,

finance records, administration reports, results and data.

Modus Operandi for Commercial Exploitation of the IPR

1.

The EUC is entitled to commercially exploit any result obtained under its aegis
(unless this entitlement is relinquished). The Office of the Vice Rector for Research
and External Affairs has the responsibility for administration of Disclosures and will

21

C

C

<



2.

work with the TTF of Cyprus, which has responsibility for commercialisation of
Disclosures. As guidance to the commercialisation process, the EUC/TTF will
follow a standard process, graphically presented in Appendix A.
The Creator/s shall notify the Office of the Vice Rector for Research and External
Affairs of all IP which might be commercially exploitable and of any associated
materials, including research results, as early as possible in the research project.
This notification shall be effected by means of an Invention Disclosure Form
(contents as noted in Appendix B). In case of doubt as to whether research is
commercially exploitable or otherwise, the Creator/s undertake/s to seek the
advice of Cyprus Central TTF.
The Office of the Vice Rector for Research and External Affairs shall immediately
acknowledge receipt of the Disclosure Form. In consultation with the TTF and the
Creator/s, shall decide whether the EUC and the TTF has an interest to protect
and exploit the relevant IPR.
The TTF shall communicate the decision in writing to the Office of the Vice
Rector and the Creator/s by not later than three months from the date of receipt of
the Invention Disclosure Form. If the EUC and TTF decide to protect and exploit
the IPR, it is understood that:
1 the Creator/s shall collaborate with the EUC and the TTF, to develop an
action plan for the protection and commercial exploitation of the IP;
1 the TTFin collaboration with the Creator/s shall ensure that third party rights
are not infringed in any way through the process; and
1 the EUC/TTF shall seek to protect the right of the Creator/s to use the said
IP for strictly non-commercial purposes.
Should the EUC and TTF decide that there is no interest in protecting and
exploiting the relevant IPR, or should it fail to inform the Creator/s about its decision
within the stipulated time, the EUC may assign all its rights, title and interest in
such IP to the Creator/s concerned, whilst the EUC retains the right to use the said
IP in whichever manifestation for strictly non-commercial purposes.
The Creator/s SHALL NOT enter into any sponsorships or commercial agreements
with third parties related to their research at EUC without prior written
authorisation by the Office of the Vice Rector for Research and External Affairs.
This said, it is understood that consent shall generally be granted to Creator/s for
such requests as long as the IPRs of the EUC are safeguarded; otherwise the
claims on IPR expected by the third party must be agreed upon explicitly upfront.

IPR protection

1.

Some forms of IP require active steps to be taken to obtain protection (e.g.: patents,
registered trademarks and registered designs). Other forms of IP rights are protected
on creation (e.g. Copyright, EU Database Rights) but still require appropriate
management in order to maximise the protection available. Best practices in patent
protection require that all materials made publicly available by any employees,
members of staff and/or students should include a copyright notice.
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2. Any decisions relating to the registration of any IP rights such as making an
application for a patent or a registered trade mark or a registered design (including
any decisions to continue or discontinue any such application) should be made in
consultation with the Office of the Vice Rector for Research and External Affairs and
the TTF. The IP registration process can be very expensive and IP protection costs
should not be incurred without appropriate consideration of how such costs will be
recovered.

Revenue Sharing Mechanism

The EUCO6s employees and st udentSkaring8amembignef i t
their work generates income for the EUC. The scheme is presented in Appendix C. Note

that such revenue to be shared is typically calculated after deduction of all costs incurred

by the EUC and TTF in developing, protecting, exploiting, and marketing the Disclosable

Work and the Intellectual Property it contains.

Leaving the EUC

Cessation of employment, under normal circumstances, will not affectani nd i v irightu al 6 s
to receive a share of revenue. Exceptions to this rule include: cessation of employment
due to disciplinary actions.

Applications to use the EUCb6s I P

1. The EUC may be willing to consider requests from its staff and/or students for a
licence to use specific IP, owned by EUC for their use although the terms and
decision to grant any such licences is a decision wholly made by the EUC.

2. Applications for such licence should be made in writing to the Office of the Vice
Rector for Research and External Affairs.

Breach of the Regulations

1. Breach of the regulations listed in this Policy may be a disciplinary matter for the
EUC6s staff and st ugrecedures. under the nor mal
2. The EUC shall consider all avenues available to it, including legal action if
necessary, in respect to persons bound by these regulations who acted in breach
of them.

Discretion to assign/licence back

1. If the EUC does not wish to pursue the commercialisation of any Intellectual
Property or does not wish to maintain an interest in the IPR, it has the right to
assign such IPR rights to the Creator/s of the IPR by entering into an agreement
to enable the IP to be used by the Creators. This will generally only be granted
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where there is clear evidence that the IP provides no other benefit to the EUC and
is not related to other IP, which the EUC has an interest in.
However, the EUC shall not assign its IP if they consider that the commercialisation
of the IP could potentially bring harm to the name of the EUC. Decisions regarding
potential harm will be taken by the Research Ethics Committee of EUC.

2. Requests for any transfer of rights from the EUC to another party with rights
should be made in the first instance to the Vice Rector for Research and External
Affairs.

Amendments to the Regulations

These Regulations may be amended by the Senate of the EUC on the
recommendation of the Vice Rector for Research and External Affairs.

Death

In the event of a researcher's death, the entitlement shall continue for the benefit of
his or her estate.

Disputes

1. Any question of interpretation or claim arising out of or relating to this policy, or
dispute as to ownership rights of intellectual property under this policy, will be settled
by submitting to the EUC's Intellectual Property Adjudication Committee a letter
setting forth the grievance or issue to be resolved. The committee will review the
matter and then advise the parties of its decision within 60 days of submission of the
letter.

2. The Intellectual Property Adjudication Committee will consist of a chair who is a
member of the tenured faculty, at the rank of either a Professor or an Associate
Professor, one member of the faculty from each School, at the rank of either Assistant
Professor or Associate Professor or Professor, an individual from the EUC with
knowledge of Intellectual Property and experience in commercialisation of Intellectual
Property, and two other members representing, respectively, the EUC administration,
and the student body. The chair will be appointed by the Vice Rector for Research
and External Affairs, with the advice and consent of the Senate Research Committee,
and the remaining members of the committee will be appointed: the faculty

me mber s, each by their School éds Counc
University Council or its designee, and the student representative by the Student
Union.

The committee will use the guidelines set forth in this policy to decide upon
a fair resolution of any dispute.

3. Any disputes regarding the revenue distribution from the exploitation of Disclosable
Works wil | be dealt with in accordance wi
student dispute procedures as outlined in the contractual terms of conditions.
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4. The Parties shall attempt to settle any claim, dispute or controversy arising in
connection with this Policy, including without limitation any controversy regarding the
interpretation of this Policy, through consultation and negotiation in good faith and
spirit of mutual cooperation. Where such claims or disputes cannot be settled
amicably, they may be taken to court.

5. This Agreement shall be governed by, and construed in accordance with the laws of
Cyprus.

Offices, Committees and Centres for Research

Vice Rector for Research and External Affairs

The Vice Rector for Research and External Affairs (from now on referred to as the
Vice Rector) is the person responsible for representing the University on research
matters and enhancing activities related to research within the University. Moreover
the Vice Rector facilitates and supports, when asked by faculty or research
members, all research activities, including the implementation of research projects,
the organization of scientific conferences and the establishment of research
units/labs. In addition, the Vice Rector is responsible for the smooth implementation
of the UniverRolic.yos Research

Senate Research Committee
The administration of the research activity is facilitated by the Senate Research
Committee of the University. The Committee composition is prescribed in the
University Charter and the Committee is accountable to the Senate of the
University.

Research Foundations and Centres
Research is carried out in university departments, research foundations, and
centres. The Senate suggests to the University Council the formation of new
foundations and research centres or the discontinuation of existing ones, if
necessary.

The University Council approves the establishment of these foundations and
research centres. Separate regulations are issued for the establishment of
University research centres. Detailed description of the mission, area of
specialization, and operation of each foundation or research centre is given in a
separate document.

Research Office

Detailed description of the mission, area of specialization, and operation of the
Research Office is given in a separate document.
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Rules Governing External Research Programs

Suggested procedure for submitting and implementing a funded

research project

The following rules apply for externally funded research projects:

5.1.1 Submission of research proposals:

5.1.2

Faculty and research personnel that are interested in submitting a proposal or
participate in a proposal for ANY kind of externally funded research project
(commercial, consultancy, RPF, European etc) should consult and get the
approval of the EUC Research Office. The formal procedures developed by the
Research Office pertaining to the development of a research proposal and to
participation in a research project should be followed in all cases. Given that in all
research and consulting application forms a budget also needs to be prepared, the
budget will be developed in collaboration with the EUC Research Office, sharing
their expertise with the faculty and research personnel and advising them
accordingly about the cost models and cost categories used in each case. This
procedure should make sure that the proposal satisfies all the necessary criteria
of the particular research call.

The final approval for financial and administrative issues of proposals or projects
will be signed by the legal representative of EUC.

Project implementation
The formal procedures developed by the Research Office pertaining to the
administration of a research project should be followed in all cases.

In the case where a project is awarded, a copy of the contract and all the original
receipts, invoices, contracts and other accounting documents regarding expenses
of the project will be maintained by the EUC Research Office without any additional
remuneration or personnel costs added to the budget of a project. The
researcher/s involved in an externally funded project are responsible for submitting
all receipts, invoices, contracts and other accounting documents relevant to their
project to this department. No payment will be processed before the submission of
the aforementioned documents to the Research Office.

Timesheets should be kept for all projects. These will be used as the basis for
calculating the money to be paid to researchers for all types of projects. The EUC
Research Office will assist researchers to calculate the hourly and daily rate for
each staff member.

The researcher must also inform the Chief Financial Officer of the University,
through the EUC Research Office, in order to create a separate ledger (account)
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in the University's Accounts Department. After completion of the project, the
Accounts Department will keep the file on record for 5 years or more if needed by
the contractual agreement.

The EUC Research Office should keep a file with all the details concerning the
project. The file must be made available to the Senate Research Committee upon
request.

5.1.3 Financial issues concerning externally funded research projects
All incoming funds for the execution of a project are deposited in a separate
account (ledger) of the University and all necessary expenses with their receipts
relating to the project are paid/signed by the Vice Rector for Research and External
Affairs, the CFO and the CEO of the University.

The time spent by faculty and research personnel on national, European or
international research projects is, with rare exceptions, an eligible cost for inclusion
in a project budget at a level which reflects the time to be spent by faculty and
research personnel on the project and the e mp | o yostr These are real project
costs and their inclusion in project budgets is strongly required.

Salary payments to faculty and research personnel will be paid out regularly by the
Accounts department upon t he ihe Researcht coor
Office and provided that the allocated amount for the previous period has been

received from the funding agency and all reporting requirements for the previous

period to the funding agency have been met.

In cases of delay in receiving the predetermined instalment, the University will
grant to the researcher the required funds (not his/her compensation/remuneration
but costs such as equipment, consumables, traveling) to initiate the research,
provided that a copy of the contract and all necessary documentation had been
submitted to the Research Office.

Employment of additional temporary staff, budgeted for completion of the research
project, will be the responsibility of the project coordinator. The remuneration for
temporary staff will depend on the corresponding budget of the project and the
possible allocation of funds for this purpose.

Subcontracting activities within the framework of a research project will be the
responsibility of the project coordinator. These activities should be in alignment
with the corresponding budget of the project, the grant rules, and the EUC
subcontracting policy.

In the case where a faculty or research personnel fails to complete a research

project due to failure to meet his/her contractual obligations, or if it is clear that
there was an intention of misconduct and there are financial damages laid upon
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the University relating to this event, the faculty or research personnel is liable to
pay these damages. This will not be applied in cases such as health problem, etc,
where there is clearly not an intention of misconduct.

5.1.4 University research fund

All funds allocated for research from externally-funded research projects, the
University as well as funds offered for research purposes from third parties will be
deposited in the University Research Fund. Recommendations for the allocation
of funds are made by the Senate Research Committee and are subject to the final
approval of the Management of the University. These funds can be used to finance
such activities as:

€)) Participation of academic researchers in conferences, seminars, and
meetings to co-ordinate activities, which are needed for submission of
external programs.

(b)  The administration costs associated with providing support services to
academic researchers.

(c) Organisation of training seminars for the faculty and research personnel of
the University; these seminars shall be organized if and only will help/assist
and/or facilitate researchers to enhance and further develop their
knowledge in subjects related to their research fields and help them design
and implement research projects.

(d) Purchase of software, hardware and equipment that are needed by faculty
and research personnel for research projects.

) The funding for t h &esadrch Awardsssuch gsoPhD |
scholarships

M Development of Infrastructure related to the research activity of the
University.

(9) Funding of the activities of the Research Office of the University.

6 Rules Governing Internal Research Awards

The UniveesnayoReBbartch Awardso (1 RA)
basis by the Senate Research Committee, are announced by the Vice Rector for
Research & External Affairs and financed by the University Research Fund and
external sponsors as described in Section 5.1.4 above.

6.1 Purpose
IRAs are awarded to EUC faculty in order to pursue research and other creative
work. IRAs provide support for exploratory research projects which might result in
proposals submitted for external funding or in creative work that is likely to enhance
the recognition of the faculty and research personnel and the University at large.
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IRAs may be used for funding travel, equipment, supplies, PhD studenta s si st ant s 0
scholarships, student assistants, research assistants and other expenses. Funding
for this program comes from the University Research Fund.

6.2 Eligibility for the awards
All full-time faculty members of the University who have the rank of Assistant
Professor or higher are eligible to apply for the awards. Specific eligibility criteria
may apply for each type of award.

6.3 Application Procedure
The Vice Rector for Research and External Affairs initiates the selection process by
issuing a call for proposals. The deadline for the submission of proposals will be
announced. Application materials will be available from the office of the Vice Rector
for Research and External Affairs and the proposals will be submitted electronically
to the office of the Vice Rector.

7 Teaching Hours Reduction for Research Purposes

The University rewards members of staff who excel in research by awarding them
Teaching Hours Reduction (THR). A THR may be awarded if the member of staff
fulfils the conditions in one or more of the three schemes outlined below.

A member of staff may be awarded a THR under more than one of the schemes
described below if he/she is eligible. The minimum teaching per semester can be
reduced down to 6 hours per week based on the accumulated research load reduction
hours. An exemption may be considered for Deans and Chairs.

All allocations of THR under the three schemes outlined below will be made after a
recommendation of an ad-hoc committee chaired by the Vice Rector for Research
and External Affairs. The committee will take into account scheduling constraints and
other considerations for the sustainable development of research activity at the
university. The committee will meet at an appropriate time in each semester in order
to make the THR allocations in time for the preparation of the schedule of classes for
the next semester.

7.1 Award of a THR for participation in research projects
Members of staff are eligible to apply for a Teaching Hours Reduction (THR) when
conducting funded research for the full duration and until the completion of relevant
funded projects. Should their application meets with success, funded project
coordinators are entitled to a three-hour teaching reduction per semester for the
whole duration of the project, whereas research partners are eligible for a THR
equivalent to at least one third of the duration of the project.
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Based on the policy of the University with regard to THR requests, Faculty,
research and Other Teaching Personnel (OTP) members are expected to submit
a written request to the Chairperson of his/her Department before the beginning of
the academic year/semester. The Chairperson will process the THR request by
way of making a relevant recommendation to the Dean of School. The Dean will
then forward his/her recommendation to the Vice Rector for final approval. After
the deadline expires, applications for teaching hours reduction will not be
accepted.

The deadlines for submitting a request for teaching load reduction per semester
are the following:

For the Fall Semester: 1st of May
For the Spring Semester: 31st of October

If a research proposal was awarded a grant after the special case of approval of a
research/grant proposal (i.e. RPF, EU etc) while an academic year is in progress,
a THR request should be submitted and be approved prior to the beginning of the
next semester, during which the teaching load reduction will be applied. The
research project should commence at least one month before the beginning of the
next semester for the THR to be awarded.

7.2 Award of a THR for writing a book
A three-hour teaching reduction per semester will be awarded for the purpose of
writing a book upon submission of a publishing contract by a reputable publisher.
A total of two THR allocations (maximum 6 credits) will be made under the scheme
for each book contract. The same deadlines and application procedure apply as in
the scheme described in section 7.1.

7.3 Award of a THR by accumulation of points
A third scheme for the award of a THR takes into account the research activity of
members of staff and the points they have accumulated according to the tables
given in Appendix D. A THR of 3 hours per week is awarded to faculty members
once they accumulate 100 (one hundred) points and the same number of points
are automatically deducted from his/her accumulated total. Points accumulated
over time but not utilized by a member of staff will simply remain at his/her disposal.

Note that members of staff may consider the year 2016 as the starting point for
calculating points accumulated through research. The calculation of points will be
valid after it has been approved by the Dean of the School and the Vice Rector for
Research and External Affairs.
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8

8.1

8.2

Equipment Acquired through Internal and External
Funding

Equipment acquired through University funds

All equipment that has been acquired through funds that come directly through the
uni versityds funds (internal research
solely to the University and wil/ be
affiliated department or lab, according to the affiliation used by said faculty and
research personnel in the funded research proposal and/or project. The faculty and
research member is entitled to use the equipment throughout the duration of the
funded project and this remains within the research unit/laboratory once the project
i s compl et ed, or within the faculty
supervision if s/he does not belong to a unit / lab. Any required maintenance of the
equipment should be undertaken by the University.

Equipment purchased through external funding

Equipment (software and hardware) is often provided in full or partly in the budget of
proposals for external funding to enable the faculty and research member to carry
out research effectively. This kind of equipment (computers, projectors, software
programs, fax and printing machines, etc.) is the property of the University but

grant
used

me mb e |

remains in the faculty or research personne

is not applicable in his/her department, under his/her supervision. The faculty
member is entitled to use the equipment throughout the duration of the externally
funded project. When faculty or research personnel who have had externally funded
research projects leave the University, the status of any equipment purchased
remains a property of the unit/lab or department that the faculty or research personnel
belonged.

Any required maintenance of the equipment should again be undertaken by the
University.

In the unlikely event that a faculty or research personnel obtains equipment via
external funding that is not processed through the University's budget, the status of
the equipment should be negotiated with the Vice Rector to determine ownership and
responsibility for repair and replacement. Faculty or research personnel are
encouraged to seek outside funding to upgrade, or replace their research equipment.

The Research Office is committed to working with faculty or research personnel to
develop proposals for research and teaching equipment. Equipment grants usually
require an institutional match, and faculty or research members are advised to consult
with the Research Office and the Director of MIS early in the process about this matter.
The MIS should be able to help faculty or research personnel to identify the best
hardware and software products and estimate costs for proposal budgets.
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8.3 Provision of computing equipment by MIS
The MIS department supplies desktop office computers, computer teaching labs, copy
and printing machines and other types of equipment needed for research (software
and hardware). The Director of the MIS department is responsible for keeping the
Uni versitydés inventory records and adj
or wearing out of equipment (being fully depreciated).

9 Policy on Research Staff

9.1 Introduction

Academic Research Staff are EUC contract employees hired to work on EUC research
activities as defined below. As EUC employees, Academic Research Staff are subject to
all policies and procedures related to EUC employment, and receive all benefits implied
by the employment law.

9.2 Definitions of Roles
The following positions for research staff are being described in the following sections:

Research Associate

Research Fellow

Senior Research Fellow

Honorary Research Staff

Job Description for the Position of Research Associate

== _a_-a_-a

9.2.
9.2.1.1 Overall Role

For researchers who are educated to fir
possess sufficient breadth or depth of knowledge in the discipline of research methods
and techniques to work within their own area. Role holders who gain their doctorate during
the course of employment will normally be recommended for promotion to Research
Fellow, if this is appropriate for the duties and responsibilities of the post.

As a team member of the Research Laboratory/Program the Research Associate will
contribute quality research outputs and conceptual support to projects. With the guidance
of the supervisor/program leader, and within the bounds of the Research
Laboratory/Program mandate, the Research Associate will:

9.2.1.2 Key Responsibilities

AConceptualize and conduct short-term experiments and research activities in support of
broadbased/longitudinal research projects, ensuring consistency with established
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methodological approaches and models, adherence to project timelines, and
completeness of documentation;

A Conduct studies of related literature and research to support the design and
implementation of projects and development of reports, ensuring conceptual relevance,
comprehensiveness, and currency of information;

AWrite and publish articles in peer-reviewed journals that highlight findings from research
and experimental activities ensuring consistency with the highest standards of academic
publication and showcasing tleddershientreds/ Progr
ACommunicate to Program/Project team developments/progress and results of research
activities ensuring that relevant information and issues in the implementation of
projects/experiments are captured in as comprehensive and timely manner as possible;
ADevelop collaborative links with core scientific personnel in related program areas to
gain exposure to, and build knowledge on experimental/research activities and
approaches, in order to subsequently improve conceptual development and
implementation of existing programs;

A Utilize appropriate and current techniques/protocols in experimental laboratory
management to ensure integrity and security of experimental process, comprehensive
documentation, and replicability of experimental procedures;

ADesign and organize databases along project frameworks and experimental research
design that support overall research management, including the monitoring and
evaluation of project inputs, actions, and outcomes, as well as the subsequent integration
of these databases to other databanks;

A ldentify areas of improvement within the research structure using integrated
management approaches in pursuit of capacity building/strengthening and the
preservation of scientific rigor in research studies.

ATo contribute to the design of a range of experiments/fieldwork/research methodologies
in relation to the specific project that they are working on

ATo set up and run experiments/fieldwork in consultation with the Principal Investigator,
ensuring that the experiments/fieldwork are appropriately supervised and supported. To
record, analyse and write up the results of these experiments/fieldwork.

ATo prepare and present findings of research activity to colleagues for review purposes.
ATo contribute to the drafting and submitting of papers to appropriate peer reviewed
journals.

ATo prepare progress reports on research for funding bodies when required.

ATo contribute to the preparation and drafting of research bids and proposals.

ATo contribute to the overall activities of the research team and department as required.
ATo analyse and interpret the results of their own research

9.2.1.3 Skills and Qualifications

Education: Level Bachel or and/ or Master 6s 1in
Experience and Skills:

Basic research skills and knowledge of research techniques

Ability to analyse and write up data

Ability to present and communicate research results effectively to a range of audiences
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9.2.1.4 EUC Pertaining Benefits

Researchers will have access to facilities which are necessary and appropriate for the
performance of their duties.

- Desk, Telephone line and PC

- MS Office, SPSS, Email and Printing Rights

- Business Cards with the University Emblem and the Research Laboratory they belong
to

- Full access to the library

All researchers must receive the same forms of employment documentation as other
academic-related staff of the University:

- a formal contract signed by the relevant appointing authority;

- written confirmation of any changes in the terms of employment;

- job description or the generic description of the role and, where appropriate, a list of
expected research goals;

- further to the completion of the contract, researchers are responsible for returning in
good condition all the equipment as well as business cards that have been provided to
them

9.2.2 Job Description for the Position of Research Fellow
9.2.2.1 Overall Role

A Research Fellow is a researcher with some research experience and who has typically

been awarded a doctoral degree. A Research Fellow will often have supervisory
responsibilities for more junior researchers and will often lead a team of researchers to
achieve a research projectés aims. They wil/
for the delivery of a program of high quality research and may have full authority over

several phases of project work.

9.2.2.2 Key Responsibilities

ADesign, Conceptualize and conduct short-term experiments and research activities in
support of broadbased/longitudinal research projects, ensuring consistency with
established methodological approaches and models, adherence to project timelines, and
completeness of documentation;

ASupervise and Conduct studies of related literature and research to support the design
and implementation of projects and development of reports, ensuring conceptual
relevance, comprehensiveness, and currency of information;

Awrite and publish articles in peer-reviewed journals that highlight findings from research
and experimental activities ensuring consistency with the highest standards of academic
publication and showcasing fe&dershijentreds/ Progr
A Take the lead within the team and communicate to Program/Project team
developments/progress and results of research activities ensuring that relevant
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information and issues in the implementation of projects/experiments are captured in as
comprehensive and timely manner as possible;

ADevelop collaborative links with core scientific personnel in related program areas to
gain exposure to, and build knowledge on experimental/research activities and
approaches, in order to subsequently improve conceptual development and
implementation of existing programs;

A Utilize appropriate and current techniques/protocols in experimental laboratory
management to ensure integrity and security of experimental process, comprehensive
documentation, and replicability of experimental procedures;

ADesign and organize databases along project frameworks and experimental research
design that support overall research management, including the monitoring and
evaluation of project inputs, actions, and outcomes, as well as the subsequent integration
of these databases to other databanks;

A Identify areas of improvement within the research structure using integrated
management approaches in pursuit of capacity building/strengthening and the
preservation of scientific rigor in research studies.

A Develop research objectives, projects and proposals.

A Conduct individual or collaborative research projects.

A ldentify sources of funding and contribute to the process of securing funds.

A Act as principal investigator on research projects.

A Manage and lead a team of researchers to achieve the aims of a research project.
AOversee and appropriately supervise and support the research activities (experiments,
fieldwork etc.) of a research program/project.

A Ensure that research results are recorded, analysed and written up in a timely fashion.
A Manage research grants in accordance with EUC Financial Regulations and the
conditions of the funding body (e.g. EU, RPF etc.)

APrepare and present findings of research activity to colleagues for review purposes.
ASubmit papers to relevant peer reviewed journals and attend and present findings at
relevant conferences.

APrepare progress reports on research for funding bodies when required

AParticipate in and develop external networks, for example to identify sources of funding
or to build relationships for future research activities

9.2.2.3 Skills and Qualifications

Education: Level PhD in the Program Area

Experience: at least 1-3 years relevant experience.

The candidate must possess sufficient specialist knowledge in the specific discipline to
develop research programs and methodologies.

9.2.2.4 EUC Pertaining Benefits
Researchers will have access to facilities which are necessary and appropriate for the

performance of their duties.
- Desk, Telephone line and PC
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- MS Office, SPSS, Email and Printing Rights

- Business Cards with the University Emblem and the Research Laboratory they belong
to

- Full access to the library

All researchers must receive the same forms of employment documentation as other
academic-related staff of the University:

Aa formal contract signed by the relevant appointing authority;

Awritten confirmation of any changes in the terms of employment;

Ajob description or the generic description of the role and, where appropriate, a list of
expected research goals;

Afurther to the completion of the contract, researchers are responsible for returning in
good condition all the equipment as well as business cards that have been provided to
them

9.2.3 Job Description for the Position of Senior Research Fellow
9.2.3.1 Overall Role

A Senior Research Fellow is an experienced researcher holding a leadership role in a
research group/centre/institute. Post-holders are expected to undertake the role of
Principal Investigator on major research projects, exhibit a strong reputation for
independent research, and provide academic leadership. They are also expected to
support the management activity of the relevant School/Research Centre, and contribute
to the delivery of the Schoostralegy Centreds/ Lab

9.2.3.2 Key Responsibilities

1 Supervise postgraduate research students

1 Contribute to the development of research strategies for the relevant
School/Centre/Laboratory.

1 Define research objectives and questions

1 Develop proposals for research projects which will make a significant impact by
leading to an increase in knowledge and understanding

1 Actively seek research funding and secure it as far as it is reasonably possible

1 Generate new research approaches

1 Review and synthesise the outcomes of research studies

1 Interpret findings obtained from research projects and develop new insights

1 Contribute generally to the development of thought and practice in the field

1 Provide academic leadership to those working within research areas - for example, by
co-ordinating the work of others to ensure that research projects are delivered
effectively and to time

1 Contribute to the development of teams and individuals through the appraisal system
and providing advice on personal development

1 Act as line manager (e.g. of research teams)

1 Act as a personal mentor to peers and colleagues
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1 Provide advice on issues such as ensuring the appropriate balance of research
projects, appointment of researchers and other performance related issues

1 Identify opportunities for strategic development of new projects or other areas of
research activity and contribute to the development of such ideas

9.2.3.3 Skills and Qualifications

Education: Level PhD in the Program Area

Experience: at least 7-10 years relevant experience. Significant post-qualification
research experience with a track record of high-quality publications.

Experience of successful supervision of students

Experience in a leadership role in a Research Group/Centre or Laboratory

9.2.3.4 EUC Pertaining Benefits

Researchers will have access to facilities which are necessary and appropriate for the
performance of their duties.

- Desk, Telephone line and PC

- MS Office, SPSS, Email and Printing Rights

- Business Cards with the University Emblem and the Research Laboratory they belong
to

- Full access to the library

All researchers must receive the same forms of employment documentation as other
academic-related staff of the University:

Aa formal contract signed by the relevant appointing authority;

Awritten confirmation of any changes in the terms of employment;

Ajob description or the generic description of the role and, where appropriate, a list of
expected research goals;

Afurther to the completion of the contract, researchers are responsible for returning in
good condition all the equipment as well as business cards that have been provided to
them

9.3. Procedures for Appointment

9.3.1 Selection and Search Procedures

As a general rule, an appointment to the Academic Research Staff requires a search for
a suitable candidate. Searches are initiated with a written vacancy announcement, such
as in relevant professional journals or other publications.

The text for the announcement should be sent to the Office of the Vice Rector of Research
and External Affairs and the Office of the Director of Human Resources, clearly describing

the terms of employment, length of employment, identity and duration of funding sources
contributing to his or her salary and line manager (the person the researcher will be
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reporting to). The text should be advertised for a reasonable amount of time. A copy of a
current CV, a cover letter and at least one recommendation should be sought for. A short
list of the potential candidates will be created based on merit and the top part of the list will
be called for a structured interview with the line manager. At the end of the procedure,
the line manager will report back to the Office of the Vice Rector of Research and External
Affairs and the Office of the Director of Human Resources, the name(s) of the proposed
Researcher.

9.3.2 Criteria for the Appointment to Rank of Research Associate
Minimum qualifications as described in Section 9.2.1.
9.3.3 Criteria and Procedures for the Promotion to the Rank of Research Fellow

A Research Associate may, during the course of his/her appointment obtain, his/her PhD.
In such cases, the employee (provided that he/she fulfills the work experience as
described in Section 9.2.2) is promoted to the rank of Research Fellow. If the funding
source that sponsors the program the researcher is assigned to accounts for a pay rise
this is immediately applied.

9.4 Honorary Research Staff

The work of Research Centers is enhanced by the involvement and collaboration in the
Researc h Centersd activities of personnel
recognise the association, EUC may confer an honorary title to such individuals during
the period of their association. An honorary title may not be conferred on an employee of
EUC.

The title to be conferred will depend on the level of distinction and qualification of the
candidate. Applications should come from the Dean of the School with:
T a copy of €CWe personos
1 a citation that should include:
o0 a description of contributions to teaching
o research being undertaken with academic staff as evidenced by joint
publications/research projects and research grants or contracts being held
jointly or a significant involvement in industry/academic joint activities within
the College
o rationale for offering the association
o the start date and end date of the association
Honorary titles are intended to recognise ongoing attachments and are awarded for a
fixed term, normally up to three years in the first instance. No monetary honorarium is
associated with the offer.

The honorary research titles that can be awarded are:
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9.4.1 Honorary Principal Research Fellow
Will have made an outstanding contribution to teaching and research
9.4.2 Honorary Senior Research Fellow

Extensive research experience required, the quality of which is determined by refereed
publications, invitations to speak at conferences, hold an established national reputation
and a known or developing international reputation. Have the ability to attract significant
external research funding. Will usually lead a team of other research staff, possibly drawn
from several disciplines

9.4.3 Honorary Research Fellow

Proven ability of high quality research, evidenced by authorship of a range of publications.
Capable of attracting external research funding. May be required to undertake project
management and/or supervise teams and other research staff; expected to provide expert
advice and guidance to others

9.4.4. Honorary Research Associate

Required to produce independent original research and to take initiatives in planning of
research.

9. 5 Intellectual Property Rights

All IP generated throughout the employment of an Academic Research Staff Member
belongs to EUC. In such cases that the Researcher is employed in a project that assigns
explicit IP rights (e.g. an EU funded project) then the rules as set out by the funding
agency are followed.

Honorary Research Staff may be required to assign the rights to any IP they create in the
course of their academic activities to EUC. EUC may have obligations to organisations
which are funding the research (e.g. an EU funded project) in question which it will not be
able to honour without such an assignment of rights being in place. Associates are treated
as if they were EUC Employees for the purposes of revenue sharing.

9.6 Involvement of Research Staff
Wherever possible, Academic Research staff should be encouraged to take part in
university decision making processes, for example by inclusion in relevant departmental

committees. Where appropriate, researchers should be included at University level, for
example as representatives in working groups and staff consultation exercises.
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Appendix A:

A Technology Transfer Process Map i to be completed when
the TTF has been established.

Research &
Discovery

Invention
Disclosurt

Distribution of
licencing

Office of VR income
Research e

Technology Transfi
facility

Due Diligence &
Commercial
Assessment

If NO releasé&?
to Researcher.

Appendix B:

Invention Disclosure Guidelines

Invention Disclosure Form - Example

An Invention Disclosure Form (IDF) is designed to determine the basic facts relating to
an invention, design, or copyright material. It is a way of capturing an invention and
establishing who the inventors are, what the invention is, who is funding it, what the
anticipated product/ market is and initiate Intellectual Property (IP) due diligence.
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Information on the following aspects of an invention should be included in an Invention
Disclosure Form.

1. Descriptive Title of the Invention.

2. Who was involved? Please specify for each individual who contributed, invented or
authored (if software):

a. Their names and if any are foreign nationals;
b. Who their employer is; are any contracts or arrangements in place?

c. What they contributed to the development of the technology (e.g. came up with
the original idea; designed experiments; carried out experimental work; wrote
code)

3. Detail of your invention:

a. What do you think your invention is?

b. What will your invention be used for?

c. What are the advantages of your invention and how does itimprove on the present

situation?
d. What is new about your invention?
. How and why does it work? What is the science behind the invention

f. Are there any other uses of the invention?
4. Interest from external organisations and their details.
5. Information on published literature (including patents) relevant to your invention?
6. When and where the invention was first conceived?
7. What are your future plans for developing the technology?
8
9

Who have you told about the invention, when and where?
. When did you first describe the invention in writing or electronically?
10. Publications, abstracts, conferences to date.
11. Publication and conference plans.

12. Funding information (comprehensive), e.g including third party support, Material
Sales or Transfers, patient consents.

For inventions that include software, please provide the following additional
information.
13. Application name and version number.

14. For source code developed by the researchers identified in question 2 above, include:
source files used, programming languages, development tools, copyright protection
in source code.

15. For new versions, include: source files changed, added or removed since the
previous version, documentation required for others to use, if the source files have
been distributed outside the university, and in what form, and are the source files
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available as a web-download 7 inc. URL and terms under which the download is
available.

16. For other source files or libraries that are required to build the software application
(external software), list the following: all external software required to use the
application; who owns that software, how was the software obtained, licence terms
or FOSS 1 name of the licence.
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Appendix C:

Suggested Revenue Sharing Scheme

The EUC will share royalty income with employees and/or students involved in producing
Disclosable Work whose exploitation generates revenue for the EUC. Payments are
made atthe Or g a n i ssaleé disoretidnsbut the EUC will normally share royalty income
in accordance with the table below. This may be either as a lump sum or as royalty income
over a period of time.

Table C1
Net Revenue | Allocated | Allocated to the | Allocated to the Allocated
to the EUC Central Creat or 6/ { toSupport
Creator/s Budget of Study or the TTF
Department
Budget
100% 50% 20% 20% 10%
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Appendix D

D1. Points accumulation from Research

Table D1 details the evaluation categories which will be used for the calculation of
research points allocated to EUC researchers. The table has been constructed taking into
account the following:

1 The points awarded are based on the evaluation of research
accomplishments, not on the estimation / calculation of hours spent during
the implementation of a research activity.

2 A research accomplishment is any research-related activity which
strengthens the research portfolio and enhances the research esteem of a
researcher in particular, and the EUC in general

3 It is apparent that specific research accomplishments cannot be evaluated
in a similar manner across the range of research disciplines. Therefore, the
foll owing tabl e i s i mplicitly NRaver :
accomplishments, so that the scheme can be operational and fair.

4. The term Anational 6, when wused in assoc

one which is local in nature (i.e. only researchers from Cypriot Universities
and other Cypriot research establishments participated in it).

5 Theterm i i nt e r nvehéniusediadssogiation with a conference, refers
to one which is international in nature (i.e. researchers from Universities and
other research establishments from at least two countries participated in it).

6. The term fAnational o0, when used in assoc
one published by a Cypriot university or other Cypriot academic publishing
house.

7. Thet erm Ainternational 6, when used in as

to one published by an international university or other international
academic publishing house.

Where a publication of any type (conference, journal, book chapter, monograph, textbook,
book, or other) concerns two or more authors,
apply: For cases up to (and including) two (2) authors, full points are awarded to the
author in consideration. For each additional co-author (three (3) authors or more), a

deduction of 2 points wild@ be I mpl emented on
considered. The minimum points that an author will be awarded cannot be smaller than
50% of the full poi nt sconsideted. ocati on for the ca
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Table D1

Points | Conferences Journals Books Research Projects Other*

5 1. Presentation of poster 1. Unsuccessful submission of Member of
[ article in national funded research proposal in scientific /
conference (refereed) national / international conference
2. Presentation as organization (research partner) organizing
invited keynote speaker committee
(refereed national (national /
conference) international)

10 1. Presentation of 1. Publication of | Publication of | 1. Unsuccessful submission of General
refereed poster / article | refereed journal | refereed funded research proposal in Chair or
in international article (journal book chapter | national organisation (project Program
conference (refereed) not in ISI/ (national) coordinator) Chair of
2. Presentation as Scopus/ ACM / refereed
invited keynote speaker | IEEE/etc.) national
(refereed international 2. Editor of conference
conference) refereed journal
3. Editor of national special issue
conference proceedings | (journal not in ISI
(refereed) / Scopus / ACM /

IEEE/etc.)

15 1. Editor of international Publication of | 1. Unsuccessful submission of General
conference proceedings refereed funded research proposal in Chair or
(refereed) book chapter | international organization (project | Program

(international) | coordinator) Chair of
refereed
international
conference
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Table D1 (continues)

Points | Conferences Journals Book Research Projects Other*
Chapters /
Editors
20 1. Editor of Editor of
refereed journal | refereed
special issue book / book
(journal in ISI / series
Scopus/ ACM /
IEEE/etc.)
25 1. Publication of
refereed journal
article (journal in
ISI/ Scopus /
ACM / IEEE/etc.)

* For these categories only 50% of the points will be accumulated
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D2. Points accumulation from Research / Department of Arts
Due to the nature of the research conducted in the Department of Arts, Table D2 has
been produced to address the research output of the Department. For all other

research outputs such as journal papers, conferences, books, etc. the European
University Cy p r fiuPs0di anct csubmu | table giverrindsection D1 must be followed.

Table D2
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Point Other
S Performance /Exhibition (Artist Creative works Workshop/Seminars/Fe
stivals
/Competitions/
Broadcasts/Residencie
S
Music Graphic Design Music Graphic
Design
5 Performance | Participation in | Composition f lglatiogal Perfformance or
: roadcast of a
- Natlonal_ Iocgl _g_rOUp for u_p_to 4 composition/arrangement
level (partial | exhibition musicians 1 Adjudication of
performance Competition
1 Invited workshop / art
) ited workshop /
lecture in national
conference/festival
10 | Performance | Participation in | Composition Publication l |ntgnat(ijonaltPirformance
H H H Oor broadcast or a
- _ international from_ 5_—10 des!gn _ composition/arrangement
International | group musicians (national/inter 1  Competition Finalist
level (partial | exhibition national) - 1 Invited workshop / art
performance booklets lecture in |ntern§t|onal
conference/festival
) covers 1 Invited Artist (Workshop)
15 | Performance | Editor of Composition Publication )l Compdetition \€Vinner |
_ ; it ; 1 Invited Artist (Festival i
Natlona! exhibition for 1_0_ o_le5|gn _ duration more than three
level (entire | catalogue musicians and | (international) days)
concert) (national/intern | above - books and
Performance | ational) exhibition
with Large catalogues
Ensemble
20 | Performeri | Participation in | Composition | Commissione | Participation in funded
International | national solo for Symphonic | d work by international residency
level (entire | exhibition Orchestra government/m
concert) useum/
other cultural
institution
25 Participation in | Publication of

international
solo exhibition

a composition
(Score/CD) by
an
International
Music
Publishing
House
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Course Title Introduction to Cybersecurity
Course Code CYS602

Course Type Compulsory

Level Master (2" cycle)

Year / Semester

1stYear / 1t Semester

Teacher 06¢g

Dr Pericles Leng-Cheng

ECTS

10

Lectures / week | None

Laboratories / | None
week

Course Purpose
and Objectives

This course introduces the fundamental concepts and terminology of
cybersecurity as a whole, and functions as a short introduction to the
large number of cybersecurity topics that are covered within this MSc
course.

Learning
Outcomes

Upon succesful completion of this course students should be able to:

T
T

Describe the meaning and position of fundamental
cybersecurity concepts and terminology

Explain the position of the different topics within cybersecurity
and how they fit into a comprehensive cybersecurity model
Classify and describe different cybersecurity components and
how they contribute to effective defence

Classify and describe different potential routes for cyber

attacks.

Understand the importance and application of IT law and

cybersecurity certification

Prerequisites

None

Co-requisites

None




Course Content

Introduction: Refresh on fundamental networking principles and
devices and distributed systems, the context within which cybersecurity
(or lack thereof) can be present. Network structure and ways of
communication.

History of cybersecurity: important attacks and consequences. Related
history (e.g. the important role of cryptography and cryptanalysis in
World War 11, etc.)

Current importance of cybersecurity, given the connectedness of most
of our daily lives. Analysis of critical infrastructures and the position of
critical information infrastructures within these i importance of the
protection of such systems for the smooth operation of essential
services in all areas of life. The network as a route for cyberattacks,
how the network can be protected, vulnerabilities, threats.

Asset protection (including data) as a valuable business operation and
its contribution to business survivability.

Main principles of cybersecurity i confidentiality, integrity, availability
and combinations thereof, resulting in other important cybersecurity
concepts and services i accountability, non-repudiation, authenticity,
resilience, business continuity and disaster recovery, audit,
cybercrime, data / system / network forensics, cyberdefence.

Introduction to the phases of cybersecurity 1 ldentify, Protect, Detect,
Respond, Recover.

Applicable cybersecurity and IT law

Software licensing, Data privacy and security, Electronic signatures,
Legal and regulatory risks, cyberattacks, digital forensics, liability
issues, trust. Introduction to ISO/IEC 27001 Information security
management.

Introduction to other courses in this MSc (to aid selection of the elective
courses).

Introduction to specific cybersecurity topics i database security, secure
software development, malware analysis, etc.

Business case study and lecture: Lecture by invited experts from the
cybersecurity industry. Discussion normally focuses on usual network
attacks and methods for protection.

Teaching
Methodology

Distance Learning




Bibliography

Al ntrotdacCommut er Net wor ks
by Chwan-Hwa (John) Wu and J. David Irwin

ACybersecurity Foundati ons:

Ha r d c pby leee Mark Zeichner

AManagement of I nformation
Herbert J. Mattord

ACI SSP Guide to Security Essent.

APrinciples of I nformation
Mattord

IEEE/ ACM/ Elsevier/ Springer Journals and Magazines

(ISC)?, ISACA, and other cybersecurity websites

and C
An |
Secur

Secur

Assessment Examinations 50%
On-going evaluation 50%
100%

Language English




Course Title Communications and Network Security
Course Code CYS603

Course Type Compulsory

Level Master (2" cycle)

Year / Semester

1stYear / 1t Semester

Teacher 09

Dr George Kioumourtzis

ECTS

Laboratories / | None

week

10 Lectures / week | None

Course Purpose
and Objectives

This course introduces fundamental concepts of communications and
network security, particularly in the context of internal and external
threats to the operation of the network and to the devices that are
attached to it.

Learning
Outcomes

Upon successful completion of this course students should be able to:

1 Describe the underlying principles of networking layers,
architecture, topologies, protocol stacks, and separation of

duties.

1 Explain the basic types of networking device, both logical and
physical.

1 Analyse networking methods and applications in practical
systems.

71 Classify and describe different types of wired network attacks.

1 Classify and describe different types of wireless network
attacks.

71 Describe and evaluate methods and devices used to protect
networks.

Prerequisites None Co-requisites None

Course Content

Introduction: Refresh on fundamental networking principles and
devices, OSI and TCP/IP models. Different types of networking areas
i WAN, LAN, MAN, PAN, wireless and mobile systems.

Principles: the network as a route for cyberattacks, how the network
can be protected, vulnerabilities, threats.

Network Attacks: scanning, malware, (D)DoS, route poisoning, MAC
spoofing, sniffing, authentication attacks, man-in-the-middle, session
takeover, wiretaps, MAC table flooding, ARP poisoning, ICMP attacks,




DNS poisoning, smurf and fraggle attacks, phishing, spam, war-
dialling, methods to prevent the network attacks that have been
covered (within the discussion of each attack type).

Wireless Attacks: Encryption and key management vulnerabilities,
wireless  sniffing, war-driving, mobile/cellular cell spoofing,
eavesdropping, mobile phone attacks, methods to prevent the network
attacks that have been covered (within the discussion of each attack

type).

General protection, prevention and detection: Firewalls and packet
filtering, demilitarized zones (DMZ), intrusion detection and prevention
systems, IPsec, VLANs and network zoning, MAC access control,
network authentication, system hardening, encryption, authentication,
universal threat management (UTM), web filtering, honeypots,
awareness.

Network management as an effective information-gathering tool and
starting point for comprehensive protection mechanisms, use of
network and asset management tools to ensure uniform conformity to
relevant cybersecurity standards and policies.

Business case study and lecture: Lecture by invited experts from the
cybersecurity industry. Discussion normally focuses on usual network
attacks and methods for protection.

Teaching Distance Learning
Methodology
- A Comput er Ne t-wownApproach:(7thAditibrg, oy Jim
Bibliography Kurose and Keith Ross.
AGui de to Computer Network Secur
Kizza
ANet wor k SecurAiptpy i Esad @ mtnisalasn:d S
Edition, by William Stallings
IEEE/ ACM/ Elsevier/ Springer Journals and Magazines
Assessment Examinations 50%
On-going evaluation 50%
100%
Language English




Course Title Cryptography
Course Code CYS604

Course Type Compulsory
Level Master (2" cycle)

Year / Semester

1stYear / 1t Semester

Teacher 06¢g

Dr Philippos Isaia

ECTS

10 Laboratories / | None

week

Lectures / week | None

Course Purpose
and Objectives

This course introduces fundamental concepts of cryptography and its
uses in cyber and information security. Beyond the basic uses for
keeping information secret and the different methods available,
additional forms, such as hashes, digital signatures, non-repudiation
and steganography, are introduced.

Learning
Outcomes

Upon succesful completion of this course students should be able to:

1 Describe the underlying principles of cryptography, clear text,
plain text, algorithms, and keys.

1 Explain the different kinds of encryption methods (symmetric,
asymmetric) and the differences between them.

1 Classify and describe a number of different encryption
algorithms and the way that they work.

1 Describe the mathematical principles behind encryptionand
the mathematical properties of ciphertext.

1 Describe and evaluate different methods used to crack
encryption.

1 Explain the different uses of encryption methods and the
security objectives that they meet.

Prerequisites

None Co-requisites None




Course Content

Introduction: History of cryptography, early forms, cryptosystem
strength, Caesar cipher, one time pad, steganography.

Principles: basic cryptographic functions 1 substitution ciphers and
transposition ciphers, symmetric and asymmetric algorithms, block and
stream ciphers, hybrid systems.

Symmetric_systems: DES, 3-DES, AES, IDEA, Blowfish, RC4-5-6,
Twofish, Serpent, others, uses and cryptographic services provided.

Asymmetric systems: Diffie-Hellman algorithm, RSA, El Gamal, Elliptic
Curve systems, zero knowledge proof, SSL/TLS, PGP, S/MIME,
Bitcoin.

Public key systems: one-way algorithms, public and private keys, public
key infrastructure, certificate and trust authorities, distributed trust
systems.

Other_cryptographic _services: message and file integrity, hashing,
digital certificates, digital signatures, key management.

Attacks: known and chosen plaintext attacks, ciphertext attacks,
analytical attacks, frequency analysis, statistical attacks, social
engineering attacks.

Business case study and lecture: Lecture by invited experts from the
cybersecurity industry. Discussion normally focuses on the uses of
cryptography in real systems.

Teaching Distance Learning
Methodology
- Al ntroduction to Modern Cryptogrt
oo gl Hal |l / CRC Cryptography an dbyJlbeathano r
Katz and Yehuda Lindell

AUnder standing Cryptography: A T
Pr act i tby ©hnstof Paay and Jan Pelzl

AApplied Cryptography: Protochbyl s
Bruce Schneier

AModern Cryptanalysis: Techni ghye
Christopher Swenson

IEEE/ ACM/ Elsevier/ Springer Journals and Magazines




Assessment

Examinations
On-going evaluation

50%

50%

100%

Language

English




Course Title Cybersecurity Policy, Governance, Law and Compliance

Course Code CYS605
Course Type Compulsory
Level Master (2" cycle)

Year | Semester | 15tYear / 2" Semester

Teacher 6 ¢DrYianna Danidou

ECTS 10 Lectures / week | None Laboratories / | None
week

This course provides an overview of the broad and constantly emerging
field of cybersecurity policy, governance, law and compliance. The
importance of the role of security policy isdiscussed.

Course Purpose
and Objectives

Learning Upon succesful completion of this course, students should be able to:

Outcomes . . . L
i State and identify concepts relating to organizational

cybersecurity policy, governance mechanisms, applicable
legislation and compliance requirements for information
security.

{1 State and interpret the different components of a
comprehensive organizational cybersecurity policy.

i State and interpret the role of security policy within an
organization and its position with relation to other controls
within a comprehensive cybersecurity environment.

9 Describe the role of corporate governance with regards to
cybersecurity, and the business reasons for implementing a
cybersecurity function.

1 Recognize and explain major applicable legislation and
regulatory framework (local, European, international).

1 Define, explain and exemplify compliance requirements in
relation to cybersecurity, information security, data protection
(privacy, anonymity) and critical information infrastructure
protection.

Prerequisites None Co-requisites None




Course Content

Introduction: Concepts of cybersecurity, its relationship with network
and information security, cybercrime, cyberdefence, and related
definitions. Concepts of policy, governance, related law and
compliance, and the relationships between them.

Principles: Information security components and concepts,
confidentiality, integrity, availability.

Policy: definition, role of policy in an organization, statement of
management purpose and organizational objectives, description of
organizationalapproach, standards, baselines, guidelines, procedures.

Governance: Role of cybersecurity and information security in the
organization, levels of responsibility, the different personnel roles:
information owner, information custodian, administrator, solution
provider, change control, human resources, user. Certification and
accreditation.

Law: Relevant laws and legal/regulatory frameworks on the national,
European and international level. Different types of law related to
cyberattacks 1 computer as the means, computer as a victim.
Problems of jurisdiction, borderless nature of cybercrime, relevance
and importance of data protection and privacy, investigations.

IT and Law:

Introduction, Terminology, and the Nature of Cyberspace and
Threats. Cyber-regulation and cyber-regulatory theory. Cyberproperty
and Intellectual Property. Cyber-rights, Speech Harm, Crime and
Control. Roles of International Law, the State, and the Private Sector
in Cyberspace. Authentication and Identity Management. Speech,
Privacy and Anonymity in Cyberspace. Trust.

Compliance: Reasons for specific cybersecurity legislation beyond
cybercrime, compliance requirements, self-assessment, auditing
principles, audit process.

Business case study and lecture: Lecture by invited experts from the
cybersecurity industry. Discussion normally focuses onreasons behind
and expected benefits of compliance requirements and on
recent/future developments.

Teaching Distance Learning
Methodology
Bibliography i S e ¢ RiskiManagement: Building an Information Security Risk

Management Program from the Ground U p, by Evan Wheeler

il nf orSeaurtyiGovernance: A Practical Developmentand
| mpl ement at i ,doynKra§PBrptbyo ac h 0




i Ent e Cybersecuny: How to Build a Successful Cyberdefense
Program Against Advanced T h r e ,d\} Sedit E. Donaldson

AfCyber Security and | TbylJahdR. HYasch r

IEEE/ ACM/ Elsevier/ Springer Journals and Magazines

Assessment Examinations 50%
On-going evaluation 50%
100%

Language English




Course Title Cybersecurity Architecture and Operations
Course Code CYS606

Course Type Compulsory

Level Master (2" cycle)

Year / Semester

1stYear / 2" Semester

Teacher 06¢g

Dr Nikos Tsalis

ECTS

10 Lectures / week | None Laboratories / | None
week

Course Purpose
and Objectives

This course introduces the fundamental security principles of
confidentiality, integrity, availability, as well as related security services
such as accountability, non-repudiation, authentication, etc. The whole
operational environment is described, with reference to ongoing
security processes such as user provisioning, vulnerability
management, penetration testing, exercising, change management,
incident response, risk assessment and others. The five phases of
cybersecurity are discussed here i Identify, Protect, Detect, Respond,
Recover.

Learning
Outcomes

Upon succesful completion of this course students should be able to:

1 Identify the various components of acomprehensive
cybersecurity architecture within an organization.

91 Describe and classify controls that meet specific control
objectives and to treat identified risks.

1 Explain in detail the basic security principles of confidentiality,
integrity and availability, as well as related security services
such as accountability, non-repudiation, authentication, etc.

1 Describe the five phases of cybersecurity operations: Identify,
Protect, Detect, Respond, Recover.

91 Describe and evaluate the processes of vulnerability
management, penetration testing, exercising, change
management, incident response, and others.

9 Classify and describe a number of different effects of main
cybersecurity controls on the operational environment, e.g.
access control.

1 Evaluate and select appropriate architectural and operational
options according to the organizational risk environment.




Prerequisites

None Co-requisites None

Course Content

Introduction: Definition of security objectives: confidentiality, integrity,
availability, accountability non-repudiation, authentication.

Processes: User provisioning, access control, vulnerability
management, penetration testing, exercising, change management,
incident response, others.

Phases: Phases of cybersecurity operations, in relation to the before
and after of an incident: Identify, Protect, Detect, Respond, Recover.

Identify: Identification of organizational assets, threats, vulnerabilities
and risks (details in risk assessment course), vulnerability
management (open databases, CVE, etc.) as an essential process.

Protect: Selection and evaluation of controls to meet control objectives
and risks identified, application and monitoring of controls, control lists
(ISO 27002, COBIT 5, SANS 20 Critical Controls, Australia DSD Top
Mitigations, etc), defense-in-depth considerations, penetration testing,
BCP and DRP testing, system hardening.

Detect: Detection of cybersecurity incidents as they occur, evaluation
of impacts, log analysis, IDS/IPS, attack vector analysis, SIEM (security
incident and event management), indicatiors of compromise (I0C).

Respond: Incident triage and response, CERT/CSIRTS, triggering and
implementation of business continuity and disaster recovery plans,
corrective controls.

Recover: Orderly and planned return to prior operational status and
capabilities, lessons learned, evaluation of corrective controls and
supporting processes.

Specific_cybersecurity operations topics: Database security, secure
software development, mechanisms for ensuring the security of
information at rest, in transit, and during processing, side-channel
considerations.

Business case study and lecture: Lecture by invited experts from the
cybersecurity industry. Discussion normally focuses on the
practicalities of cybersecurity operations in real environments.




Teaching

Distance Learning

Methodology
Bibliography Farwell, J.P., Roddy, V.N., Chalker, Y. and Elkins, G.C. The
Architecture of Cybersecurity: How General Counsel, Executives, and
Boards of Directors Can Protect Their Information Assets. University
of Louisiana at Lafayette.
Santos, O., Developing Cybersecurity Programs and Policies.
Pearson.
ACybersecurity: Protecting Criti
and CyberWar f areo, by Thomas A. John
AThe Complete Guide to Cybersecy
Audit and I T Audit)o, by Anne K
ISO 27002:2013 - Information technology i Security techniques 1
Code of practice for information security management
IEEE/ ACM/ Elsevier/ Springer Journals and Magazines
Assessment Examinations 50%
On-going evaluation 50%
100%
Language English




Course Title Ethical Hacking and Penetration Testing
Course Code CYS607

Course Type Compulsory

Level Master (2" cycle)

Year / Semester

1stYear / 2" Semester

Teacher 06¢g

Dr Nikos Tsalis

ECTS

10 Laboratories / | None

week

Lectures / week | None

Course Purpose
and Objectives

The objective of this course is to provide a detailed introduction into the
world of ethical hacking and to understand its usefulness to
organizations in practical terms. Hacking concepts, tools and
techniques, and countermeasures are covered, along with how
penetration testing fits into a comprehensive cybersecurity regime.
Beyond the confines of ethical hacking, this course covers aggressive
hacking techniques that are essential knowledge for professionals who
need to be able to defend against such advanced attacks.

Learning
Outcomes

Upon succesful completion of this course students should be able to:

1 Define the different types of hacking and its legal and illegaluses
in the cybersecurity world

1 Identify and evaluate the different type of hacking attacks and how

these attacks proceed

Explain the principles of vulnerability research

Describe the different phases of ethical hacking and select

appropriate techniques depending on the assignment.

1 Define, describe and perform the different kinds of penetration

testing T black box, grey box, white box.

Make effective use of penetration testing related tools

Define which tool is more effective at each step of a penetration

testing project

= =

= =

Prerequisites

None Co-requisites None




Course Content

Introduction: Definition of ethical hacking and penetration testing,
position within a comprehensive cybersecurity posture, applicable
national and international laws, difference between ethical (white hat),
non-ethical (black hat) and grey hat hackers, vulnerability research and
zero-day vulnerabilities.

Hacking phases: The five phases of hacking i reconnaissance,
scanning, gaining access, maintaining access, covering tracks.

Reconaissance: Discovery of target information, footprinting,
competitive intelligence, social engineering, Google hacking, website
footprinting, email tracking

Scanning: TCP flags, ping sweeps, connect scans, TCP flag
manipulation, SYN scans, IDLE scans, scanning tools, banner
grabbing, vulnerability scanning, ip spoofing, enumeration techniques
and tools

Gaining and maintaining access: password cracking, dictionary
attacks, brute force attacks, hashing attacks, privilege escalation,
executing applications, malware (viruses, worms, trojans, rootkits,
spyware, botnets), lalware detection and anti-malware software,
DoS/DDoS, network sniffing, MAC, ARP and DNS attacks, session
hijacking, web application attacks, SQL injection, wireless network and
mobile device attacks, cryptanalysis and related attacks.

Covering _tracks: Rootkits, disabling auditing, clearing logs,
anonymisers, proxies, hiding files, track covering tools

Practical penetration testing: Penetration testing methodology, ethical
considerations, assignments and contracts, reporting, relationship to
audits and audit techniques.

Business case study and lecture: Lecture by invited experts from the
cybersecurity industry. Discussion normally focuses on the
practicalities and challenges of penetration testing.

Teaching Distance Learning
Methodology
Bibliography Kim, P. The Hacker Playbook 3: Practical Guide to Penetration

Testing.

Harper, A., Harris, S., Ness, J., Eagle, C., Lenkey, G. and Williams, T.
Gray hat hacking: the ethical hacker's handbook. McGraw-Hill
Education.




AHacking: The Art of Exploitatidd

ASoci al Engineering: The Art of
Hadnagy and Paul Wilson

IEEE/ ACM/ Elsevier/ Springer Journals and Magazines

Assessment Examinations 50%
On-going evaluation 50%
100%

Language English




Course Title

Research Methods in Cybersecurity

Course Code CYS621
Course Type Optional
Level Master (2" Cycle)

Year / Semester

2ndYear / 3" Semester

T e ac hNameé s

Dr George Christou

ECTS

10 Lectures / week | none Laboratories / | none
week

Course Purpose
and Objectives

The student acquires the necessary skills to enable the successful
completion of scientific experiments and their analysis. Established
research methods for independent research are introduced using
methodical processes.

Learning
Outcomes

Upon successful completion of this course students should be able to:

Explain the scientific method

Discuss the various types of research

Assess data through descriptive statistics

Create correct scientific experiments

Propose critical analyses of data based on statistical tests
Explain correlation and regression evidence as part of the
analysis of an experimental result

= =4 =4 -4 -8 -9

Prerequisites

None Required None

Course Content

The nature of research:

Definitions and types of research; research process; types of research
methods; feasibility and value; Statistical and qualitative techniques for
data analysis; use of appropriate software

Descriptive Statistics:

Frequency Distributions; Proportions and Percentages; Nominal,
Ordinal and Interval Data;

Cumulative Distributions; Cross-Tabulations; Mode, Median, and
Mean; Range, Variance and Standard Deviation; Graphical
Representations

Probability and the Normal Curve:
Probability; Probability Distributions; Characteristics of the Normal
Curve; Random Sampling; Sampling Error; Sampling Distribution of




Means; Standard Error; Confidence Intervals; The t Distribution;
Proportions; Generalizing From Samples to Populations

Decision Making

The Null Hypothesis; The Research Hypothesis; Levels of
Significance; Standard Error; Two Sample Tests of Proportions;
Analysis of Variance; The Sum of Squares; The F Ratio;
Nonparametric Tests; The Chi-Square Test; The Median Test

Association Methods

Correlation; Strength and Direction of Correlation; Curvilinear
Correlation; Correlation Coefficient; Pearson's Correlation Coefficient;
The Regression Model; Regression and Pearson's Correlation;
Spearman’'s Rank-Order Correlation Coefficient; Goodman's and
Kruskal's Gamma; stration: Goodman's and Kruskal's Gamma.

Program-specific content

As this course iIis taught in a va
department of Computer Science, the last part of the course will
discuss specific research methods for each discipline. The specific
topics will be provided by the instructor of the course according to the
specific needs of the audience.

Teaching _ _
Methodology Distance Learning
Bibliography Edgar,_T. W. and Manz, D. O. Research Methods for Cyber Security.
Cambridge, MA: Syngress.
Argyrous, G. Statistics for Research: with a guide to SPSS. Los
Angeles, CA: Sage.
King, R. S. Research Methods for Information Systems, Dallas, TX:
Mercury Learning & Information
Cohen, P. R. Empirical Methods for Artificial Intelligence, Cambridge,
MA: The MIT Press.
AEEEETE Exami_nations _ 50%
On-going evaluation 50%
100%
Language English




Course Title Special Cybersecurity Topics
Course Code CYS622
Course Type Elective

Level

Master (2" cycle)

Year / Semester

15720 or 2nd/3d

Instructor

TBA

ECTS

3 Hours/14
weeks

10 Lectures/ Labs / week N/A

week

Course Aims

The aim of the course is the presentation and critical discussion of
contemporary theoretical views, trends and practices that affectthe
theory and practice of Cybersecurity.

Learning
Outcomes

Upon completion of the course, students are expected to be able to
respond to the objectives of the course content as this will be
designed by the corresponding instructor at the time. Please see
attached a possible such syllabus (see also its Study Guide)

Pre-requisites

None Co-requisites None

Course Content

The exact course content will be based on the special scientific
interests of and the needs of the students and might focus on a variety
of topics in the field of Cybersecurity. In each case the appropriate
teaching and learning methodologies will be applied as well as the
appropriate assessment methods and activities. It is requested that
the instructor will submit a detailed course outline and the respective
study guide of the course on the particular semester s/he will offer the
course.

Teaching Distance Learning
Methodology
Literature Literature and reading material will be selected by the instructor on
the basis of the content of the course as this will be designed for the
particular semester.
Assessment Examinations 50%
On-going evaluation 50%
100%

Language

English




SAMPLE SYLLABUS

Course Title Contemporary Issues or Special Topics in Cybersecurity
Course Code CYS6eé

Course Type Elective

Level Master (2" cycle)

Year / Semester

2ndYear / 3" Semester

Teacher 06¢g

Dr Philippos Isaia

ECTS

10 Lectures / week | None Laboratories / | None
week

Course Purpose
and Objectives

The objective of this course is to provide the student with a
comprehensive view of the current state of cybersecurity i major
incidents and statistics, recent developments in law, policies, national
and European strategies, privacy considerations, new technologies,
Safer Internet and the various related professional certifications that
are available. Also to provide insight from the organizations and a
market perspective of cybersecurity as a critical factor of business
growth and economic development. Finally to present the emerging
cybersecurity ecosystem and need to keep up to technological
developments and threats.

Learning
Outcomes

Upon succesful completion of this course students should be able to:

1 Identify and define the current events in cybersecurity

1 Describe the various statistics available on cybersecurity and
successful attacks around the world

1 Explain recent developments in national, European and
international cybersecurity laws and policies

1 Define and describe recent developments in the European
area and the impact that these may have on the way
cybersecurity operations are conducted

1 Define and describe the different parts of national and
European cybersecurity strategy and how they lead to a
holistic approach to the response to cybersecurity threats

1 Identify and describe recent developments in the privacy area,
and how it is related to and can be protected by proactive
cybersecurity operations




1 Identify and describe emerging technologies in the
cybersecurity field and their applications

1 Understand the principles of Safer Internet awareness and how
cyber awareness becomes a critical factor of vulnerability for
cybersecurity on individual or organizational level.

1 Define and describe the various professional certifications that
are available in the area of cybersecurity and network and
information security, and how they are applicable to different
parts of a comprehensive cybersecurity architecture and
related operations

Prerequisites

None Co-requisites None

Course Content

Introduction: The pace of current developments in cybersecurity and
the way that they can influence cybersecurity architecture and
operations in organizations and governments. Statistics and major
cyber attacks / incidents in recent years.

Law _and Policy: Recent developments in law and policies at the
national, European and international level. How these developments
can impact the way that cybersecurity operations are conducted. Rising
importance of privacy and associated policies. Implications of the
expanding usage of cloud services.

Strategy: National (including Cyprus) and European cybersecurity
strategies, how they fit together, national and international cooperation,
common and special threats, differences between national and
organizational strategies, connections to the areas of cybercrime,
cyberdefence and related external affairs. Critical Information
Infrastructure Protection.

Cybersecurity as a factor of growth and the Cybersecurity Ecosystem:

The importance of cybersecurity for businesses and organizations in
general and the interrelations with the other policies. How cybersecurity
is a factor of growth and economic development of a business or a
whole country.

The Cyberecurity ecosystem is in constant evolution and a professional
needs to make sure keeping up with it. As cybersecurity as a field has
grown in scope and influence, it has effectively becomeané e c o s y
of multiple players, all of whom either participate in or influence the way
the field develops and/or operates. It is crucial for those players to
collaborate and work together to enhance the security posture of

communities, nations and the globe, and security consultants have an




important role to play in facilitating this goal, in order to achieve a
collaborative security in cyberspace.

Emerging technologies: Emerging technologies, both in the
cybersecurity and in other technological domains, implications on
current cybersecurity practices, penetration of technologies that are
vulnerable to cyber attacks in all aspects of daily life, implications on
vital societal functions.

Safer Internet: national, European and international efforts in the Safer
Internet area, importance of cyber awareness raising for both of these
areas, importance and effects of a high level of cyber safety awareness
on individual or organizational level, links and effects to other
cybersecurity awareness raising initiatives, Better Internet for children
as a key for an innovating society.

Professional Certifications: Introduction to the different information
security and cybersecurity professional certifications that are available,
importance of their combination with academic qualifications, areas of
specialization, additional cybersecurity areas covered.

Business case study and lecture: Lecture by invited experts from the
cybersecurity industry. Discussion normally focuses on the latest
developments in the cybersecurity area and their related implications.

Teaching Distance Learning
Methodology
Bibliography National, European and international cybersecurity strategy, policy
and legal documents
IEEE Journals, Magazines and Websites
(1ISC)? Journals, Magazines and Websites
ISACA Journals, Magazines and Websites
Other professional certification information sources
Assessment Examinations 50%
On-going evaluation 50%
100%
Language English




Course Title Cybersecurity Risk Analysis and Management
Course Code CYS623

Course Type Optional

Level Master (2nd cycle)

Year / Semester

2ndYear / 3" Semester

Teacher 06¢g

Dr George Kioumourtzis

ECTS

Laboratories / | None

week

10 Lectures / week | None

Course Purpose
and Objectives

This course introduces the fundamental concepts of cybersecurity risk
analysis and management, as well as its position as the foundationfor
cybersecurity protective mechanisms. It covers a wide range of
principles and processes related to risk management, and sets the
scene for the development of comprehensive cybersecurity controls to
protect an organizations assets according to the risk appetite of senior
management.

Learning
Outcomes

Upon succesful completion of this course students should be able to:

1 Describe the underlying principles of risk analysis and
management and the purpose and benefits behind such
activities

1 Explain the terms used, such as risk, analysis, management,

vulnerability, threats, actors, impact, risk matrix, etc.

Recognise the difference between vulnerabilities and threats.

Classify and describe a number of different risk

assessment/management methodologies.

1 Classify and describe different assets and theirvalues
(including tangible and intangible assets).

1 Identify and explain various threat sources and the impacts
that their materialization may manifest.

1 Describe the risk management process, as it pertains to the
protection of assets.

1 Evaluate and select appropriate risk treatment options
according to the combination of impacts and probabilities that
the risk analysis has produced.

= =

Prerequisites

None Co-requisites None




Course Content

Introduction: Definition of cybersecurity risk and associated
terminology, the position of risk analysis and management in relation
to the other components of a cybersecurity programme.

Principles: Assets, vulnerabilities, threats, threat actors, likelihood.
Management of risks compared to simple acceptance. Risk treatment
options: avoidance, mitigation, transfer, acceptance.

Assets: Tangible and intangible assets in the cyber world (hardware /
software / data, classification, criticality based on the importance and
value to organization (not just monetary), dependencies, potential for
critical national infrastructure.

Vulnerabilities: Sources of cyber vulnerability, complexity of modern
software, attack surface of modern systems, development of software
for functionality and not with security considerations, existing known
and zero-day system vulnerabilities, vulnerability databases and open
information.

Threats: Cyber threat categorization, sources, motivation, type,
technical vs. non technical (e.g. attacks to cooling systems to disrupt
cyber systems), threat actors, exploitation of cyber vulnerabilities
leading to impact and associated likelihood.

Risk analysis: Risk as a combination of possible impact of a threat
exploiting a wvulnerability and the probability of such an impact
occurring, evaluation of cyber risks, categorization, qualitative and
guantitative risk analysis, pre-requisites for meaningful quantitative
cyber risk assessment, methodologies, risk register.

Risk management: Risk evaluation and associated selection of risk
treatment options, effects and selection of risk avoidance, mitigation,
transfer, acceptance (or a combination thereof), risk management as
an iterative process, risk profile stemming from modifications in an
organi sationds environment, bui
control environment from the results of risk analysis, introduction to
basic cybersecurity controls.

Business case study and lecture: Lecture by invited experts from the
cybersecurity industry. Discussion normally focuses on the practical
uses challenges of risk analysis and management in real
environments.

Teaching
Methodology

Distance Learning




AEffective Cybersecurity: A Guidg

Bibliography Standards 1st Edition, by Willian Stallings
ACyHRdrsk Management o by Atl e Ref
St Bl en
ASecurity Ri sRuldvMgan iprenatienSecurity Risk
Management Program f,rom the Gr olJ
by Evan Wheeler
AHow to Measure Anyt hi bgDouglasW.y b €
Hubbard and Richard Seiersen
AThe Complete Guide to Cybersecy
Audi t and ,byRAnnA Kotirike anddDan Shoemaker
Assessment Examinations 50%
On-going evaluation 50%
100%
Language English




Course Title Data Privacy in the era of Data Mining and Al
Course Code CYS624
Course Type Optional

Level

Master (2" cycle)

Year / Semester

2"dYear / 3 Semester

Teacher 0

Dr Yianna Danidou

ECTS

Laboratories / | None

week

10 Lectures / week | None

Course Purpose
and Objectives

The objective of this course is to provide a comprehensive overview of
growing data privacy threats to future communication technologies and
Internet of Things (loT) applications such as the Smart Grid and Smart
Cities, e-Health and Wireless Sensor Technologies. Recent advances
inthe technical ICT fields of pervasive communications, combined with
the science of big data mining and machine learning, are continuously
transforming the way we interact with each other, with physical devices
and infrastructures. Such technologies are becoming more tightly
intertwined with our daily activities and we are becoming more
integrated into the cyber-physical systems that surround us. The
positive (economic) impact on society of such advances is enormous;
however, big data information flows exposes important privacy details
of our daily lives and our behavioural patterns. Such information may
potentially be abused for purposes ranging from digital identity theft to
targeted marketing, or discrimination based on medical history or other
digital footprints, leading to fundamental privacy concerns.

On this basis, the objectives of this course further include: a)
Understanding interdisciplinary aspects of data handling and cyber
security solutions: ultimately, this involves modelling and defining the
trade-off between privacy and utility in information sharing loT
scenarios, in a mathematically rigorous way. b) Familiarise with
fundamental data mining and machine learning algorithms with a focus
on their application as privacy-invasive technologies. c) Learn how to
develop application-specific privacy enhancing techniques, including
security layers such asintrusion detection, privacy-by-design methods,
and privacy-aware sensing.

Learning
Outcomes

Upon succesful completion of this course students should be able to:

9 Discuss privacy-by-design principles.
1 Getan overview of EU legislative and business regulatory
aspects of data handling.




1 Use cyber security protocols to engineer holistic data privacy
system solutions.

1 Apply fundamental data mining and activity recognition
algorithms to run privacy-invansive security tests.

1 Understand the principles of differential privacy and implement
privacy-preserving algorithms.

9 Design privacy solutions for IoT scenarios, including Smart
Grid, Smart Cities and wearable sensor technologies.

Prerequisites

None Co-requisites None

Course Content

IoT scenarios and privacy concerns: Smart meter data collection,
wearable and smartphone mobile sensing technologies, data handling
and data linking potential risks and system-level analysis.

Mathematical privacy metrics and privacy invasion tools: relative
entropy, mutual information, cluster classification, regression analysis,
residual features, activity recognition, non-intrusive appliance load
monitoring, exploratory data mining, differential privacy and atypicality.

Cyber-security privacy protection solutions: anonymisation with trusted
third party, data aggregation, data splitting, secure multi-party
communication protocols, homomorphic encryption, zero-proof
cryptosystem, data obfuscation, physical behaviour optimisation.
Anonymity networks (e.g. Tor and 12P), ethics

Information-theoretic _privacy preserving technigues: privacy-utility
trade-off optimisation, privacy-aware data sensing, lossy data
compression, rate-distortion function, differentially private billing.
General Data Protection Regulation (GDPR)

Standardisation, regulatory and business aspects: consent-based
approaches, ethical aspects of data collection, access control
restrictions, business requirements and risks. ISO/IEC 27001 family of
standards.

Business case study and lecture: Lecture by invited experts from the
cybersecurity industry. Discussion normally focuses on the practical
privacy scenarios and loT considerations.

Teaching Distance Learning
Methodology
Bibliography Keith M Martin, Everyday Cryptography: Fundamental Principles and

Applications. Oxford University Press.

Brij Bhooshian Gupta, Quan Z. Sheng, Machine Learning for
Computer and Cyber Security: Principle, Algorithms, and Practices.




R. Mendes and J. P. Vilela, "Privacy-Preserving Data Mining:
Methods, Metrics, and Applications," in IEEE Access, vol. 5, pp.
10562-10582.

Clarence Chio, David Freeman, Machine Learning and Security:
Protecting Systems with Data and Algorithms.

Dua, S. and Du, X., Data mining and machine learning in
cybersecurity. Auerbach Publications

IEEE/ ACM/ Elsevier/ Springer Journals and Magazines

Assessment Examinations 50%
On-going evaluation 50%
100%

Language English




Course Title Incident Response and Forensic Analysis
Course Code CYS625

Course Type Optional

Level Master (2" cycle)

Year / Semester

2ndYear / 3" Semester

Teacher 0¢

Dr Olga Angelopoulou

ECTS

10 Lectures / week | None Laboratories / | None
week

Course Purpose
and Objectives

The objective of this course is to introduce concepts and techniques
related to the topics of incident response and forensic analysis. An
incident is a matter of when, not if, a compromise or violation of an
organi zationos security wi || h
become very complex and require additional resources and skills to
mitigate detect analyze and respond to. The uniqueness and
complexity of these threats is often beyond the capabilities of ordinary
IT teams. Detecting these incidents therefore requires additional skills
such as forensics, malware analysis and threat detection which help
decipher how this threats operate and therefore how they can be
prevented and mitigated. Forensic analysis techniques are introduced,
along with standard tools that are used to carry out computer forensic
investigations, with emphasis on digital evidence acquisition, handling
and analysis in a forensically sound way.

Learning
Outcomes

Upon succesful completion of this course students should be able to:

Define and describe the main phases of incident response

Evaluate incident data and indicators of compromise (I0C) to

determine the correct responses to an incident

1 Identify different kinds of attacks methods to counter their
effects

1 Describe the different phases of incident response i
preparation, identification, containment, eradication, recovery,
follow-up

1 Explain the principles of evidence collection and the chain of

custody

Identify and evaluate key forensic analysis techniques

Describe the application of such techniques to real situations

and the connection with incident response

il
il

= =




1 Describe the ways in which cybercrime investigations use
forensic analysis and legal issues regarding evidence
collection.

Prerequisites

None Co-requisites None

Course Content

Introduction: Definitions of incident response and forensic analysis,
relation of incident response to the rest of cybersecurity operations,
incident response phases - preparation, identification, containment,
eradication, recovery, follow-up, indicators of compromise (IOC),
forensic analysis as an incident response tool and as support for
cybercrime investigations, cybersecurity forensics principles.

Preparation: Policies and procedures, incident workflows, guidelines,
incident handling forms, principles of malware analysis, log analysis,
threat intelligence, vulnerability management, penetration testing,
digital forensics, incident ticketing systems, incident documentation
templates.

Identification: Detection, incident triage, information gathering and
reporting, incident classification, indicators of compromise (I0C).

Containment: Damage limitation, network segment isolation, system
isolation, forensic backup and imaging, use of write blockers,
temporary fixes, malware spread limitation.

Eradication: Actual removal and restoration of affected systems,
removal of attack artifacts, scanning of other systems to ensure
complete eradication, use of IOCs on other systems and local
networks, cooperation with forensic analysis to understand the attack
fully.

Recovery: Test and validate systems before putting back into
production, monitoring of system behavior, ensuring that another
incident will not be created by the recovery process.

Follow-up: Documenting lessons learned, preparatory activities for
similar future incidents, technical training, process improvement.

Digital Forensics Investigation Process: Applicable laws, investigation
methodology, chain of custody, evidence collection, digital evidence
principles, rules and examination process, first responder procedures.

Technical forensics tools and techniques: Hard disks, removable media
and file systems, Windows forensics, duplication/imaging of




forensic data, recovering deleted files and hidden or deleted partitions,
steganography and image forensics, log analysis, password crackers,
network device forensics, packet capture analysis, email tracking,
mobile forensics, investigation of attacks, common tools (Encase, FTK,
etc.)

Business case study and lecture: Lecture by invited experts from the
cybersecurity industry, including law enforcement. Discussion normally
focuses on the practicalities and challenges of incident response and
the ways in which forensic analysis contributes to successful
cybercrime prosecutions.

Teaching Distance Learning
Methodology
- Al nci dent Response & CompultyéasonF.d
Bibliography Luttgens and Matthew Pepe
ABl ue Team Handbook: |l nci dent Rg
guide for the Cyber Se,bwbDonMusdoch n g
AComputer Incident Response and
Conducting a Success fbyleigHtonJohnsoe n t
AThe Basics of Digital Forensi cs
Di gital ,bpJoh &anmons 0O
ADi girteansiFcos wi t h Op, byrCorpAltherdeand T o
Harlan Carvey
ADiIi gital Forensi cs Pr,boxcDadddibarg a n
Watson and Andrew Jones
IEEE Journals and Magazines
Assessment Examinations 50%
On-going evaluation 50%
100%
Language English




Course Title

Master Thesis

Course Code

CYS695

Course Type Compulsory (for students choosing the Master Thesis)
Optional (for students choosing the elective courses)
Level Master (2" cycle)

Year / Semester

2ndYear / 39 Semester

Teacher 6¢

Dr George Christou

ECTS 30 Lectures / week | None Laboratories/ | None
week
Course Purpose The courseds purpose is _to pro
and Objectives successful Masterds Thesi s .researth
met hods, regardless of the studsé

in the general field of Computer Science). It also aims to equip the
student with the tools required to manage a project as large as a
Masterds thesis, tett managgrhent gechmiguiesd
Finally, it aims to prepare the student for independent work as a
recipient of a Masterds degree.

Learning
Outcomes

Upon successful completion of this course students should be able to:

1 Demonstrate written and oral technical research skills.

1 Select and justify a research topic, and use various resources to
carry out a literature search.

1 Design, execute, interpret and report results from empirical
research projects.

1 Manage a project and explain the relevant technigues and tools
needed in order to complete it successfully on time and within
budgeted resources.

1 Identify real-world problems to which academic concepts and
methods can be realistically applied to improve or resolve the
problem situation.

Select and use effectively the methods and techniques
appropriate for particular cases, and plan and manage their
work.

Evaluate a proposed solution and prove its worth to the client.
Critically evaluate the project and the proposed solution, as well
as recognize and describe legal, social or ethical obligations
stemming from the project.

€€

Prerequisites

Consent of Instructor Co-requisites None




Course Content

Part A: Research Methods:

The nature of research:

Definitions and types of research; research process; topic selection
and scope; feasibility and value.

The literature search:

Sources of information; differentiating between types of sources;
primary, secondary and tertiary sources; using the library and digital
databases to conduct efficient literature reviews; searching the
Internet; role of the supervisor.

Project management:
Methods, techniques and tools for research design, and data
collection.

Analysis and synthesis:
Statistical and qualitative techniques for data analysis; use of
appropriate software. Reliability and validity of research projects.

Presentation of research findings:
Project structure; conventions on citation and quotations; style of
writing a report.

Part B: Thesis:

The student selects a topic from the Thesis Topics Catalogue which
becomes available on the first day of the first week of the semester.
Students receive the catalogue via a personal email sent to them by
the course instructor, and they are also available on the departmental
website. Once the students receive the topics, they have two weeks
(by the second Friday of the semester) to choose a topic. Topics are
assigned on a First-Come, First-Served basis, given that the students
have passed all the pre-requisite courses for a specific topic. Once a
topic is selected and agreed upon with the associated supervisor, the
course follows the weekly breakdown structure as that is provided in
the study guide. See Master Thesis study guide for further details.

The speci fic del i verabl es for
discussed and decided upon in consultation with the academic and
industrial supervisors. The roles and responsibilities are outlined
below:

Student:

1 To identify and scope a suitable problem
1 Explain the value of the research
1 To plan and control the project
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To carry out the necessary work

To review and evaluate the work done

To prepare and present the project deliverables

To initiate and maintain contact with the academic supervisor

Academic Supervisor:

w
w

w
w

To comment on the suitability of the selected project

To discuss the mapping of the project onto the course
requirements

To discuss and approve the intended deliverables

To suggest starting points for consideration of
background research

To discuss the nature of the thesis and comment on
early drafts

To provide advice on issues associated with the project
such as design, implementation, and proof of concept as
appropriate.

To attend any presentation or demonstration of the
project

Program-specific content

As t hi

S course i s t aupodgramsiofferecby thea

department of Computer Science, the last part of the course will
discuss specific research methods for each discipline. The specific
topics will be provided by the instructor of the course according to the
specific needs of the audience.

Teaching Distance Learning
Methodology
Bibliography Any material suitable for the subfield in which the student is

undertaking the thesis will be specified by the instructor.

Howard, K. & Sharp, J.A., The Management of a Student Research
Project, Gower

Turk, C. & Kirkman, J., Effective Writing: Improving Scientific,
Technical and Business Communication, Chapman & Hall

J. Zobel., Writing for Computer Science, Springer.

W. Navidi, Statistics for Engineers and Scientists, McGraw-Hill
Science/Engineering/Math; Latest Edition.




Statistical Methods for Engineers, by Geoffrey Vining and Scott M.
Kowalski, Thomson, Brooks/Cole, Latest Edition.

J.G. Paradis, M., Zimmerman,The MIT Guide to Science and
Engineering Communication, The MIT Press.

D. Madsen, Successful Dissertations and Theses: A guide to
graduate student research from proposal to completion, Jossey Bass.

Edgar, T. W. and Manz, D. O. Research Methods for Cyber Security.
Cambridge, MA: Syngress.

Argyrous, G. . Statistics for Research: with a guide to SPSS. Los
Angeles, CA: Sage.

King, R. S. Research Methods for Information Systems, Dallas, TX:
Mercury Learning & Information

Cohen, P. R. Empirical Methods for Artificial Intelligence, Cambridge,
MA: The MIT Press.

Assessment

ASSESSMENT STRATEGY:
The specific deliverables for eac
discussed and decided upon in consultation with the academic
and industrial supervisors. However, each project must involve
deliverables falling into the following general categories:
(a) A proposed solution to a real-world problem.
(b) A proof of concept, which demonstrates the validity of
the proposed solution.
(c) Clear indication of knowledge of relevant work by
others in the field.
(d) The selection and application of appropriate theoretical
concepts and methods.
(e) A project thesis of between 12,000 to 16,000 words.
Projects will be marked in two ways.
Firstly, according to the following scheme:
1 Project justification including its relationship to the
current state of the art

10% 20 marks
1 Ability to select and use appropriate methods and
techniques
10% 20 marks

1 The clarity, coherence and succinctness with which the
solution is developed




30% 60 marks

1 Novelty. Does the work improve significantly the current state
of the art?
30% 60 marks

9 Ability to critically review the project and assess its
implications for future work in view of the project
recommendations and conclusions

10% 20 marks
1 Project Management: Ability to plan and control the project

10% 20 marks

100% 200 marks
In addition students are reminded about presentation issues: Is
the document format (including spelling) of good quality? Is it
well organized into appropriate sections? Is the style of
language used appropriate for an academic report?

ASSESSMENT:

Written Thesis: 80%
Oral Presentation 20%

Language

English
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INTRODUCTORY NOTES

The CYS602 course is the first core course of the program. Students that begin their journey to
becoming cybersecurity experts must have a good understanding of all the areas that encompass
the security operations of an organization. This course will introduce students to the current trends
in cybersecurity, starting with cryptography and then analyzing the different tools that are used to

secure an organization.

This course introduces students to concepts and tools used to establish a secure network, monitor
the operations of the network and also reacting to any possible threats that may try to impact the
operations of the organization. The course begins with an explanation of cryptography, one of the
main pillars of security and then moves on to access control and physical security leading up to
intrusion prevention and intrusion detection systems. Students also learn how to plan for possible

threats and how to ensure business continuity during a disaster.

Students are required to attend bi- weekly virtual classes to submit discussion posts, reading

assignment case studies, media content review and exams.
On successful completion, the student will have the knowledge and skills to:

91 Display a comprehensive understanding of cybersecurity and why it is imperative in an
organization;

1 Explain how cryptography works and how it is used to ensure the Confidentiality, Integrity
and Accountability of data;

1 Evaluate network access control methods and physical and environmental security
policies;

1 Describe how Intrusion Detection Systems and Intrusion Prevention Systems work;

1 Understand the relationship between data, ethics, and IT law; and
be able to critically assess their own work and education in the area of cybersecurity. In
particular, course assignments will emphasize researcher and practitioner reflexivity,
allowing students to explore their own social and ethical commitments as future

cybersecurity experts.



1st GROUP CONSULTATION MEETING

Programme Presentation

Leading companies today are rethinking the role of information security in their organizations.
They realize that in a digital world, cybersecurity is the key to safeguarding their most precious
assetsd intellectual property, customer information, financial data, and employee records, among
others. But far more than a defensive measure, companies also know that cybersecurity can
better position their organization with business partners, customers, investors, and other

stakeholders.

The European cybersecurity market i s a market

25%

(estimated at a70bln in 2015), with an average YyeE€

worl d mar ket is growing at about 10%/ year .
industry leaders pointed out that Europe is in danger of falling behind in the international digital
economy field.

The Master in Cybersecurity is a cutting-edge program, designed for those wishing to develop a
career as a cyber-security professional, or to take a leading technical or managerial role in an
organization critically dependent upon data and information communication technology. Students
will develop an advanced knowledge of information security and an awareness of the context in
which information security operates in terms of safety, environmental, social and economic
aspects. They will gain a wide range of intellectual, practical and transferable skills, enabling them

to develop a flexible professional career in IT.

Key elements of this postgraduate degree are: the real life experience given by the opportunity to
apply their theoretical knowledge through specialized virtual and remote security laboratories in
which they will be able to carry out activities such as reconnaissance, network scanning and
exploitation exercises, and investigate the usage and behavior of security systems such as

Intrusion Detection and Prevention Systems thus becoming confident in the practical application

Recent

of the latest tools; the high-level insightt hat wi | | enhance studentobés abil

creative cyber security solutions to address business problems; hands-on skills through
experimentation with security techniques, cryptographic algorithms, cyber forensics building an
ethical hacking environment; and flexibility since students will also be able to choose either the
completion of a Master thesis or to complete a Research methods course and two elective

courses.

Students undertake modules to the value of 90 ECTS credits.



COURSE PRESENTATION THROUGH THE STUDY GUIDE

This study guide has been prepared collectively by the academic staff teaching in the program of
study this course belongs to and by the Distance Education Unit Director. The guide has been
approved by the relevant Department Chair and the Distance Education Unit Director. The study
guide is based on the syllabus and learning material (provided through the online learning
platform) of the course CYS601. The guide consists of a basic tool of the learning process for this
course and it has been designed to use it along with the course learning material. The aim of this
guide is to direct students on how to use the learning material of this course in order to understand
and comprehend it. The guide aims to provide the necessary support needed for distance
learning. The guide is continuously updated to keep in accord with the course learning material
and to meet the aim of the course. Although the study guide provides extensive information related
to the course, it does not substitute in any way the learning material provided on the learning
platform. It is imperative that the studying of the learning material and executing the rest of the
activities of the course (e.g. attending online lectures, completing coursework) are very important

for the successful completion of the course.

This guide consists of a number of units, divided in 13 weeks, each one comprised of the summary
and introductory remarks, aim, learning outcomes, keywords, required learning material,
recommended further learning material, self-assessment activities and expected time for self-
study. At the end of this study guide, students can find suggested solutions and proposed answers
to all the self-assessment activities of this guide. It is very important that students carry out the
suggested self-assessment activities because it will assist them to understand in a practical way
the theoretical material they study for this course. In addition, the self-assessment activities help
to motivate and encourage students to carry out their self-study and to develop their analytical
and critical thinking skills. The self-assessment activities together with the model answers to the
self-assessment activities serve as a kind of a self-assessment for students. The expected time
for self-study of each unit includes the expected time spent on studying the learning material and
carrying out the self-assessment activities of each unit. The expected time for self-study does not
include the expected time for attending online lectures, coursework preparation, final examination

preparation, and final examination itself.

Recommended time for the student to work

Approximately 5 hours to review the study guide



TECHNOLOGY AND CYBERCRIME

1stWeek

Summary

In this meeting the students will learn the basics of cyberattacks. Students need to understand
how technology affects everyday life and how attackers can use the power and vulnerabilities of
technology to perform attacks on systems. There are different types of people committing
cyberattacks and there are a number of different cyberattacks, so the students need to learn all

about the who, what and why of cyberattacks.

Introductory Remarks

Students will become familiarized with the Security Operations Centers (SOC) what kinds of

education and certifications may lead to a career working for such an organization.

The first part of the lecture will discuss the targets that attackers will focus on such as hijacking

people, ransoming companies or even targeting nations.

Types of Attackers
Attacker Skill Level Motivation
Hacker High Improve Security
Cracker High Harm Systems
Script Kiddie Low Gain Recognition
Spy High Earn Money
Employee Varies Varies
Hacktivist Varies Promote cause
Cyberterrorist  High Support Ideology
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Figure 1. Types of attackers

Attackers may fall in one of several categories depending on their expertise as depicted in Figure
1. Amateurs, or script kiddies for example, are individuals that can use ready made tools to launch
attacks even though they have little or no skills. These types of attackers may be simply curious
about how attacks happen, or just want to show off their skills but even these attackers can cause

serious harm to individuals or organizations. Hacktivists on the other hand are attackers that have
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a specific agenda and that is to protest against political and social ideas. These attackers try to
expose sensitive information and disrupt the normal operation of the government or organization
they are targeting using tools such as Distributed Denial of Service (DDoS) attacks. Another group
of attackers can launch attacks simply for financial gain. These attackers try to gain access to
bank accounts, personal information or anything else that can get them some kind of financial
gain. Finally, some attackers may be sponsored by an organization or government to gain access

to politically sensitive information, or industrial espionage.

Now that a lot of our devices are always connected to the Internet there is a large pool of devices
that an attacker may utilize to attack a system. Not knowing how each Internet of Things (loT)

device works in our environment causes holes in our security that one may exploit.

How can someone measure the financial impact of a cyberattack? This is a question that is
extremely hard to answer given the fact that information is difficult to quantify. An article in Forbes

estimates that around 400 billion dollars are lost annually to cyberattacks.

Information that attackers may try to extract include Personally Identifiable Information (PIl) or
Personal Health Information (PHI). In addition to personal information, attackers target
organizations to access company sensitive data that may lead to a loss of competitive advantage
by the company. Attackers may also influence politics and threaten national security by attacking

government-controlled devices.

The maldngs of St
a Cy be rcri me Athereby gain access to an

individual’s financial accounts.

An individual
opens an email
that appears

to be from a
trusted source and then
clicks on a link or opens
an attachment that
installs malware on the
computer.

The bad guy
can then log in
and manipulate
accounts fo
steal money.

Figure 2. The makings of a Cybercrime



In Figure 2, one can see the steps that could lead to a cybercrime being committed. An
unsuspecting target may be tricked into installing certain malicious software in his computer which
can then allow an attacker to gain control of the targeted system and ultimately gain access to

the data stored on the device.

Security Operation Centers (SOC) are groups of people that use formal, structured and disciplined
approaches to confront cyberattacks in an organization. The main parts of a SOC are the people
in the center, the processes they follow to handle a cyberattack and the technology they can utilize
in their response to the attacks. People are broken down into tiers from Tier 1 who is an alert
analyst responsible for spotting the alerts and verifying the validity of an attack, tier 2 who
investigates attacks even further to ascertain their impact and advise on actions to be taken and
tier 3 who is the expert in a specific area of the attacks and can hunt for potential threats.

There are a number of security certifications that a cybersecurity expert can get to increase
knowledge on the subject. CISCO CCNA Cyber Ops, CompTIA Cybersecurity Analyst, (ISC)?
Information Security Certification, Global Information Assurance Certification (GIAC) and more.

Aim/Objectives

The aim of this chapter is to introduce students to the different types of cybercrimes, the
different attackers that may launch an attack and the motivations behind the attackers. The
students will also learn what is a Security Operations Center and how becoming educated in
Cybersecurity can help them get a job in such a center or in the cybersecurity branch of a large

organization.

Learning Outcomes

By the end of this week the students should be able to:

Classify the various types of cybersecurity attacks
Identify the types of cybersecurity attackers

1 Learn how to analyze previous attacks and identify attack characteristics such as the
type of attack, the attacker profile, the motivation behind the attack and the final outcome

of the attack
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Annotated Bibliography

Basic

Chapter 1 of Cybercrime and Digital Forensics: An Introduction by Thomas J. Holt, Adam M.
Bossler

An introduction to how technology has affected human behavior, how technology can be used

in criminal investigation and how cybercrimes occur across the world.
Supplementary

Top hacker shows us how it's done | Pablos Holman | TEDxMidwest
(https://youtu.be/hgKafl7Amd8)

All your devices can be hacked - Avi Rubin
(https://www.youtube.com/watch?v=BHHCvcCUOWU)

Example of a hijacked video feed. (https://www.youtube.com/watch?v=zcmmFQGxMNU)

Self-Assessment Exercises

Exercise 1.1

Perform a search for high profile attacks, analyze the attacks based on victims, tools used,

targeted systems, motivation for the attack and the final outcome of the attack.

10


http://www.youtube.com/watch?v=BHHCvcCUOWU)
http://www.youtube.com/watch?v=BHHCvcCUOWU)
http://www.youtube.com/watch?v=zcmmFQGxMNU)

Recommended time for the student to work

15 hours
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2nd Week

Summary

When the Internet was first developed data security was not the main concern. Nowadays where
data is extremely sensitive and operation critical it is important to understand how to protect them
using various techniques. Securing the infrastructure devices can be done through the use of
AAA, ACLs, firewalls, IPS and other techniques. After securing the devices it is important to start
considering how to secure the data that is being transmitted over the network. The four main
elements that are addressed when talking about data security are: confidentiality, data integrity,

origin authentication and non-repudiation. Figure 3 below shows what each elementguarantees.

Figure 3. The four elements of data security
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